# Apache Server Configs w2 2 81 MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# 010 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf ', you should add
# this logic there: http /<httpd apache org/docs/current ./ howt osht access, html,

# HERHHR R AR R AR R AR AR AR ARRRRRARRARRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR RAR AR R A
# # ERFURS #
# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A

#
# 1 484 error prevention for non-existing redirected rolders /
#

# Frevent Apache from retuwning a 984 error as the result of 3 rewite

# when the directory with the same name doss not exist,

# http: A<kt tpd apache, orgldocs/current /cont ent -negoti at 1o html #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 3605792, htm

Options —Mul tiviews
#

# | Custom error messages ~ pages /
#

# Customi ze what Apache retuns to the client in case of an error,
# httpe A7httpd apache orgsdocsscurrent smodscore [t ml #errordocument

# ErrorbDocument G6< 764, f[tml

# HERHHR A AR R AR R AR AR R AR ARRRRRARRARRRRRARRRRRARR AR AR R AR AR R AR AR AR R AR RAR AR RS
# # THTERHET EXFLURER #
# HERHHR A AR R AR R AR AR R AR ARRRRRARRARRRRRARRRRRARR AR AR R AR AR R AR AR AR R AR RAR AR RS

#
# | Better website experience /
#

# Force Internet Explorer to rendsr pages in the highest available mode

B e e i L )



# 171 LNE vwarlods CJses Wiierl 10 may 1oL,

# http /7hsivonen, 1k1. 1/doct ypes1 e-mode, pdf

<IfModul e mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers cannot match based on the content-tupe, howewer, this

# header should be send only for HTHL pages and not for the other resources

£FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl T1vl gi fl htecl icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl t1Lcf1l wefl vitl webappl webl mpll wof £l xmll xpi 2 ">

Header unset X-UA-Compatible

£/FilesMatch:

</TfModul e

#
# | Cookie setting from Iframes /
#

# Allow cookies to be set from 1frames 1n Internet Explorer,
# http A7msdn microsoft, com/en-ussl 1 brarys ms53 7345, aspx
# http Aswww, w3 orgs TREY 286887 CR-F5F-26661 21 57

# <IfHodul & mod_headsrs, cx

#  Header set P3P "policuref=%" wic/p3p xmli", CP=V"IDC DSP COR ADKH DEYI TAIT FSA Psh
IWAl I¥0i COMI HIS OUR THD CHTL""

# <1 FHodul g

B R
# # NIME TYFES RAHD EMCODIHEG #
S B R

#
# | Proper MIME types for all files /
#

£<IfModul e mod_mime, c»

# Audi o
AddType audi o/ mpa mda fda fdb
AddType audiofogg 0Ja 0gg opus



# Data 1nterchange
AddType applications json json map
AddType applications/ld+json jsonld

# Javascript
# Hormallze to standard type
# httoe //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddType applications javascript is

# ¥ideo

AddType wideo/mps fdv fdp mdv mpd
AddType wideo/ogg ag
AddType wvideo/webm webm
AddType wideosx—-f1w flw

# Web fonts
AddType applicationsfont-woff wof f
AddType application/vnd ms-fontobject eot

# Browsers usually 1gnore the font MIHE types and simply sni ff the bytes
# to rigure out the font type
# httoe /7mimesnd £F, spec, what wg, orgs#mat chi ng-a-ront -t ype-pat tern

# Chrome howsver, shows 3 warning 1 any other MIFE types are used for
# the followimg fonts

AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f

# Make SYGEE fonts work on the 1Pad,
# https: #/twi tter, com/Font Sgul rrel /st at uss1 4655690545

AddType 1 mage/ svg+xml A el
AddEncoding gzip SWOZ

# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension QB
AddType applicationsx-web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpl



AddTupe applicationsxml atom rdf rss xml

AddTupe image/webp webp
AddTupe images x—1icon cur
AddTupe text/cache-manifest appcache mani fest
AddType textswit wit
AddType text/sx-component htc
AddType text/sx-wvcard wiof
<A1 fModul e
#
# 1 UTF-8 encoding /
#

# Use UTF-3 encoding for anything served as text/html or “texts/plain’,
AddDef aul tCharset utlf-3

# Force UTF-8 for certain file formats,
<l fModule mod_mime. o>

AddCcharset utf-8 . atom . css . j5 . json . jsonld . rss . wtt | webapp . xml
<A1 fModul e

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # URL REWRITES #
# HERHHR R AR R AR R AR ARR R AR RRRRRRARRRRRRRRARRRRRBRRARR AR R AR AR AR AR AR R AR RAR AR R A

#
# 1| Rewite engine /
#

# Turn on the rewite engine and enable the FollowSymlinks™ option (this Is
# necessary 1n order for the following directives to workd,

# If your web host dossn't allow the "FollowSymlinks™ option, you may need to
# comment It out and use Options +Symlinks]fOwnerfiatch, but be sware of the
# performance Impact,

# httoe /<httpd apache, orgsdocsscurrent /ml scsperf-tuni ng. bt ml #5uml 1 nk=

# Also, some cloud hosting services require RewrlteBase’ to be set,
# htto /F i, Fackspace, comsknowl edge_cent ers freguent 1 y-ask ed-guest 1 onswhy-1 s-mod-rewrl te-
not —work 1 ng-on-my-si te



I fModule mod_tewrite, o
Options +FollowSumlinks
# Options +5ymlinkslfOwnertat ch
FewriteEngine On

RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥C{REQUEST_FILEMAMEX ! -d

)

FewriteRule * #% index. php

AT Modul e

#

# | Suppressing # Forcing the “www =~ at the beginning of URLs

#

# The same content should never be available undsr two di Frerent URLs,
# especially not with and without “wew, = 5t the beginning, This can cause
# 5E0 problems (duplicate contentl, and therefore, you shoul d choose one

# of the alternatives and redirect the other one

# By default Option 1™ (oo “wew "3 15 activated,

# httpoe Z7no—wew, orgsfag php?g=cl ass_b

# If you would prefer to use Option 27, Jjust comment out all the 1ines

# from Option 1™ and uncomment the ones from "Option 27,

# THPORTANT: HEVER USE BOTH RULES AT THE SAME TIME!

# Option 1 rewdte www, exampl e com — exampl g com

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /¥ ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

# Option 20 rewdte exampl e com — Wi, Exampl g com



# Bz awsre that the followlng might not be 3 good 1dea I you use "real”
# subdomains for certalin parts of your website

# <IrfModul e mod_rewrite c:
# Rewri teCond ZCHTTPS: ! =on

# Rewri teCond ZCHTTP_HOST? ! “www', [HCT

# Rewri teCond #SERVER_ADDR: ! =127, A, A, 1

# Rewri teCond #SERVER_ADDR: ! =:: 1

# RewriteRule ™ http: /s www, ZHTTP_HOST} ECREQUEST_LRI} [R=541. L]

# <71 FHodul e
B
# # SECURITY #
B

#
# 1 File access /
#

# Block access to directories without a defaul t document,

# You should 1eave the followlmg uncommented, a5 you shouldn't allow anyons to
# surt through every directory on your server (which may 1ncludes rather prlvate
# places such as the CMS's directori esl,

<IfModul & mod_aut ol ndex, o
Options -Indexes
<A1 Modul e

# Elock access to hidden files and directories,
# This 1ncludes directories used by version control systems such as GIt and 59K,

£IfModule mod_rewrite, o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]

/I fModul e



# Block access to fl1les that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 security risk when anyone has access to them,
# httpe /7 feross org/ocmspl of t

# THFORTANT: LUpdate the "<Filestiatchs ™ regular expression from below to 1nclude
# any files that might end up on your productlon server and can expose sensitive
# Information about your website, These files may 1nclude: conflgur-ation 1165,
# riles that contain metadata sbout the project (e g project dependencies’,

# build scripts, et

¢FilesMatch "¢ 7# «# %, (bakl configl distl flalinfcill 1ogl psdl shl sgll swlopd 2l “) "
# Apache < 2,3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<A1 fModul e

# Apache = £ 3

<IfModul e mod_authz_core, c
Require all denied

<A1 fModul e

</FilesMatch:
#

# | Secure Sockets Laysr (5507 /
#

# Rewite secure requests properly In order to prevent 550 certlficate warnings,
# E g prevent https ACwww, exampl & com™ when your certlficate only allows
# "https: //secure exampl & com’,

# <IfModul e mod_rewte cx

# Rewri telond XCSERYER_FORTY ! "443

# RewriteRule ~ https: /rexampl e-domal n-pl ease-change-me, comii REGQUEST_LURI» [R=36A1, L]
# <1 FHodul g



B R
# # HWEE FERFUORMAHCE #
B

<IfModul e mod_deflate, o

# Force compression for mangl ed headers.
# http /7 devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 24 pushil ng-beyond-gz1 ppl ng
I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“({gzipl deflaterhss, Pvs=)+ [X"-1{4, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter c:’ and ~</IfHodulex  1ines
# a5 AddoutputFilterByType’ 1s still In the core directives),
#oIfModul & mod_r11ter, o>
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
images svg+xml
images x—1icon M
text/css A
text/html M



#71 FHodul e

<A1 Modul e

text/plain &
text/ x—component
text/xml

#
# | Expitres headetrs
#

# The followimg expltres headers are set pretty far in the future I you

# don't control versioning with fi1lename-based cache busting,

consi der

# lowering the cache time for resources such as style sheets and Javascrlpt

# riles to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on
ExpiresDefaul t

# L55

ExpiresByTuype text/css

# Data 1nterchangs
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByType applicationdxml
ExpiresByType text/xml

"access

"access

"access
"access
"access

"access

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imagesx-1icon

# HTHL components CHTCs)
ExpiresBuTupe text/x-component

# HTHL
ExpiresByType text/himl

# Javascript

"access

"access

"access

' ' ' ' '
Fowrit racPRuTiima ammla ot and 1auscsme it e

plus

plus

plus
plus
plus
plus

plus

plus

plus

s

= @ @ @

mont k"

year"

seconds"
seconds"
seconds"
seconds"

week"

mont k"

seconds"

[RT=1—1



|_.-\.|_u. 1 I:;II_H=| 1 l=||_":

ExpiresByTupe
ExpiresByTupe

# Medi 3

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web feeds

ExpiresByTupe
ExpiresByTupe

# Web fonts

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT Modul e

#

CI'_"_'J.J.L-CI'_J. L1 Iy JCI\'CI;IL-I J.'_“-

# Manifest files

applicationd x—-web-app-mani fest + json

text /cache-mani fest

audi o/ ogg
imagesgif
image/ jpeq
i mage/ png
video/ mpd
video/ogg
videos webm

applicationd atom+xml
application/rss+xml

applicationd font-wof f
applicationdvnd, ms-fontobject
application/x-font-ttf
fontsopentype

i mage/ swg+xml

[ LEELEES mrpm Y |

dCCESS
dCCESS

dCCESS
dCCESS
dCCESS
dCCESS
dCCESS
dCCESS
dCCESS

dCCESS
dCCESS

dCCESS
dCCESS
dCCESS
dCCESS
dCCESS

|_u. o

plus @
plus @

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus
plus
plus

—_ = == = =t et

T T Y T A 'y

l=|':l:ll

seconds”
seconds”

mant b

mant b

mant b

mant b

mant b

mant b

mant b

hiour"
hiour"

mant b

mant b

mant b

mant b

mant b

# | File concatenation

#

# Allow concatenation from withln

ST I I T T

Al

If you have the following content in &

specl flc

file

< ——#include ril1e="11bs/jguerty, j5" --»

style

SHEELS

¢l ——#include £11e="plugi nss jguery, t1imer, js" --»

[ gy B B

nd Javascript f11es,

AL Lo ol el Lmee AL e ol g ST oo
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Hpgorie will replrgle 10 Wil e Ccorjcenn o orrom e SpeErliried 11l Es,

I FModul & mod_1 ncl ude, c
¢Filestlatch "%, combi nedi, jsg">
Options +Incl udes
Addout put Fi 1terByType THOLUDES 3pplications javascript applications json
SetOutput Filter THCLUDES
</Fi1lestatch:
Filestiatch "\, combined'. cssg">
Options +Incl udes
Addout put Fi 1 terByType THOLUDES text/css
SetOutput Filter THCLUDES
</Fi1lestatch:
</ T FHodul e



