# BEGIH WordFress
<IfModul e mod_rewrite, o
FewriteEngine On

FewriteBase /casbahdance. oragl

RewriteRule “indexh, php$ - [L]

FewriteRule “assetsscss/(, %) fcasbahdance. orgdwp-content/themes/ casbah_dance_customd asset s/
RewriteRule "assets/js/(, #) /casbahdance. orgdwp-content/themes/casbah_dance_customd asset s/ j:
RewriteRule "assets/img/C. #) /casbahdance. orgdwp-content/themes/ casbah_dance_customs asset s/
FewriteRule “assets/fonts/(, #) /casbahdance. orgdwp-content/themes/ casbah_dance_custom/ asset:
RewriteRule “pluginsiC, #) /casbahdance. orgfup-content/plugins/$1 [0OSA, LI

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule . /casbahdance. orgs/index php [LI

<A1 fModul e

# EHD WotrdFPress

# BEGIH HTHLE Bollerpl ate

#H#

###

### Added:

#t#  Block access to access to WordPress files that reveal wersion Information,

###

### Commented out by defaul t;

###t  Explres headers: Use WP Super Cache or W3 Total Cache (unless using the H5EF buil
###  ETag removal: Use WP Super Cache or W3 Total Cache (unless using the H5EF buil
##t  Start rewite engline: Handl ed by HordPress

#H#E  Suppresssrorce W) Hardl ed by WordFress

###t  Options —Hul tiViews: Causes 3 server 508 error on most shared hosts

#H#  Custom <64 page: Hardl ed by WordFress

###

###t WordFress Install 15 sutomatically uypdated with the changes whensver

###t the permalinks are flushed or set

#H#

#

dh Fred L o

Py By i R R e



# DELLEN WepslLE Sxperlerice ror 1L USEN S

#

# Force the 1atest IE version, In warlous cases when 1t may rall back to IE7 mode
# github, com/tails/rallsscommi tr123eb258commi tcomment —11 8928

# Use ChromeFrame 1f 1t's Installed for a better experience for the poor IE folk

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this headsr on +ever
£FilesMatch "M, jsl cssl gi fl pngl jpef?
gl pdfl xmll ogal ogal mdal ogyl mpdl mdvl webml sval swigzl eotl tf1 ot fl wof f1 icol webpl appoachel mani festl
¥
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

#
# Cross-domaln AJAY reqguests
#

# Serve cross-domain Ajax reguests, di sabled by defaul t,
# enabl e-cors, org

# code googl e comspsfitml Bsecurl tuswl K1/ Cross0eT gl nRequest Securl ty

# <IrHodul e mod_headers, o>

# Header set Access-Control -ALlow-0rigin "#"
# </ TFHodul g

#

# CORS-enabl ed 1mages (Borossori glng

#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,

# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2al1..11 . us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgslSecuri tysRevi ewsscrossori gl nAt tri but e

<IfModule mod_setenvif. o
<IfModul e mod_headers, o



# mod_headers, y U no match by Lontent-Iype?!
£FilesMatch "N, Coifl pngl jpetgl sval svozl icol webpl $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
/I fModul e
/I fModul e

#
# Webrfont access
#

# Allow access from all domains for webfonts,
# Alternatively you could only whitellst your
# subdomains 11ke "subdomal n, exampl & com”,

<IfModul & mod_headers, ¢
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, css)g" >
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A1 Modul e

#
# Froper MIME type for all files
#

# Javascript
#  Hormallize to standsrd type (it's spiffed in IE anyways)
# tools 1etf, orglhtml Arfod3299sectl on-7, 2

AddType applications javascript j5 Jjsonp
AddType applications json json

# Audi o

AddType audiofogg oga ogg

AddType audi o/ mpa mda fda fdb

# ¥ideo

AddType wideo/ogg ag

AddType wideo/mps mpd mdy v fdp
AddType wvideo/webm webm

AddType wideosx—-f1w flw



# Sl
# Reguired for swvg webfonts on 1FPad
#

wn

twi tter, comsFont Squil riel # =t at us.1 4555540545
AddType i mage/ swg+xml v SWgZ
AddEncoding gzip svgz

# Webront s
AddTupe applications/wnd ms-fontobject eot

AddTupe applicationsx-font-ttf ttf tic
AddType font/sopentype otf
AddTupe applicationsx-font-woff wof

# Assorted types

AddTupe images x—1icon ico

AddTupe image/webp webp

AddTupe text/cache-manifest appcache mani fest
AddType text/sx-component htc

AddTupe applicationsxml r3s atom xml rdf
AddTupe applicationsx-chrome-extension crx

AddTupe applicationsx-opera-extension OEx

AddTupe applicationsx-xpinstall xpi

AddTupe applicationsoctet-stream safariextz

AddTupe applicationsx-web-app-mani fest+json webapp

AddType text/sx-wvcard wiof
AddTupe applicationsx-shockwave-T1ash suf
#

# Allow concatenation from within specific j5 and css files

# e g Inside of script, comblned, js you coul d have
# < —#include rile="11bs/Jguery-1, 5 6 min js" -3
# < ——#include r11e="pluginss jguery, 1dletimer, js" —-3

£

and they would be included into this single file

# This 15 not In use in the boilerplate a5 1t stands You may
# choose to name your files 1n this way for this advantage or
# concatenate and mini fy them manual 1y,

# 01 sabled by defaul t,



#<Filestatch "%, combineds, js$":
# Options +Includes

# AddOutputfilterByType THCLUDES application/ javascript applications json
# SetlOutputFilter THCLUDES

#¢/F11estlat chy

#<Filesfatch "y, combined'. cssg":

# Options +Includes

# AddOutputFilterByTuype TNCLUDES text/css

# SetOutputFilter THCLUDES

#¢/F11estlat chy

#
# Gzip compression
#

<IfModule mod_deflate, o
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 572681 8,1 24 pushi ng—-b
I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl ¥{1531 “{153 -{1532% "({gzipl deflated®
HAYE _Accept -Encodi ng
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<SIfModul e
<SIfModul e

# HTHL, TXT, 55 Javascript, JsOH, XML, HTC:

<IfModule filter_modul e
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/html
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/css
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/plain
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/x-component
FilterProvider COMPRESS DEFLATE resp=Content-Type $applications javascript
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsjson
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxbtml+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicationsrss+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicationsatom+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applications/vnd ms-fontobject



FilterProvider COMPRESS DEFLATE resp=Content-Tuype $1magesswg+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $imagesx-icon
FilterProvider COMPRESS DEFLATE resp=Content-Type $applicationsx-font-ttf
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $font/opentype
FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

/I fModul e

£IfModule !mod_filter, c
# Legacy versions of Apache
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
AddOutputFilterBuTupe DEFLATE applicationdxhtml+xml applicationdrss+xml applicationdator
AddOutputFilterBuTupe DEFLATE imagesx-icon imagessvg+xml applicationdvnd. ms—-fontobject

font/opentype
/I fModul e

<A1 Modul e

#
# Expires headers (for better cache controll
#

# These are pretty far-future expires headers,
# They assume you control versioning with £11ename-based cache busting
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesoudsrs, comsbl ogsEAAESAEYZ5 vyl ng-f1 1 enames-dont —use-guerystri ngs

# If you don't use filenames to version, lowsr the C55 and J5 to something 11ke

# access plus 1 week” or so,

# <IfHodul & mod_expl res, c»
#  ExplresActive on

# Perhaps better to whitelist expires rules? Ferhaps.
#  Expiresberaul t "access plus 1 month”

# cache, appoache needs re-tequests in FF 3 6 (thanks Remy “Tntroduci ng HTHLED
#  ExpiresBylupe textscache-mani fest "access plus A seconds”



# Your document ftml
#  ExpiresByType textshtml

# Data
#  ExpiresByType text.sxml

#  ExpiresByType applicationxml

a seconds"

s A secomnds"
s A secomnds"

s A secomnds"

#  ExpiresByType application’ json

# Feed

#  ExpiresByType applicationrss+xml "access plus 1 hour”
#  ExpiresByType applicationsatom+xml "access plus 1 hour”
# Favicon (cannot be renamed)

#  ExpiresByType 1magesx-Icon "access plus 1 week”
# Media: 1mages, video, audio

#  ExpiresByType 1mage:sgir "access plus 1 month”
#  ExpiresByType 1mage:png "access plus 1 month”
#  ExpiresByType 1mages jpg "access plus 1 month”
#  ExpiresByType 1mages jpeg "access plus 1 month”
#  ExpiresByType videosogg "access plus 1 month”
#  ExpiresByType Sudi o/ 000 "access plus 1 month”
#  ExpiresByType videosmpd "access plus 1 month”
#  ExpiresByType videoswebm "access plus 1 month”
# HIC riles (css3pled

#  ExpiresByType textsx—compornesnt "access plus 1 month”
# Webronts

#  ExpiresByType application’x-font-ttr "access plus 1 month”
#  ExpiresByType font./opentype "access plus 1 month”
#  ExpiresByType applicationsx-font-woff  "access plus 1 month”
#  ExpiresByType 1mage:syvg+xml "access plus 1 month”
#  ExpiresByType applicationsynd ms-fontobject "access plus 1 month”

# C55 and JavasScript
#  ExpiresByType textscss "access plus 1 year”
#  ExpiresByType applications javascelpt "access plus 1 year”

# <o FHodul e



#
# FPrevent mobile network providers from modi fylng you site
#

# The rollowlng header prevents modi f1cation of your code over 36 on some European provi der:
# This 15 the official 'bypass' suggested by 02 1n the UK

# <IfHodul e mod_headetrs, o
# Header set Cache-Control “no-transform”
# <A1 FlModul 5

#
# ETag removal
#

# FileFTag Hone 15 not enough for every server,
# <IffModul e mod_headers, c»

#  Header unset ETag

# /T fModul e

# Since we're sending rar-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comspet T ormancesul es, html #etags

# FileFTag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExpiresByType” rules for 1mages (see sbovel, If
# nesded, un-comment the following rul 85,

# Browsertiatch "MSIE" brokenvary=1

# Browsertatch "Mozillasd, [A-9]72" brokenvary=1
# Browserfiatch "Opera” ! brokenvary

# SetEnvir brokenvary 1 force-no—vary

#

# set Keep-Allve Header
#




# keesp-Alive allows the server to send mul tiple reqguests through ome TCP-connectl on,
# FBe swsre of possible di sadvantages of this settimg, Turn on If you serve a 1ot of
# static content,

# <IrModul & mod_headers, cx
#  Header set Connection Keep-AlLve
# AT FModul e

#
# Cookie setting from Iframes
#

# Allow cooklies to be set from 1frames (for IE onlul
# If needed, uncomment and specify a path or regex In the Location directlve

# <IfHodul & mod_headetrs, o
#  Header set P3P "policuyref=%"swic/p3p xml ", CP=\"IDC DSF COR ADK DEYI TAII FSA Psb WAL
# <A1 FlModul 53

#
# start rewrlte englne
#

# Turning on the rewlte engine 15 necessary for the followling rules and features,

# Followsymllnks must be enabled for this to wort.

#

# Some cloud hosting services require Rewrl teBase to be set! goo. gl ~HOCFH

# If using the h5bp in 3 subdirectory, use RewriteBase Afoo’ Instead where 'foo' 15 your d.

# <IrfModul e mod_rewite c:
# Options +FollowSyml 1nks
#  RewrlteEngine On

# # RewrlteBase ~

# </TfHodul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# Ths czsma reactant sheoill A oRswses Re zs1 1 skl s rmedees fos A1 FFarmant 1100 = - s=rect 51100 medt ol 4R
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"

# without "www " at the beginning, since this can cause SE0 problems (duplicate contentl,

# That's why you shoul d choose one of the alternatives and redirect the other one,

# By default option 1 Cno "www, "3 15 activated Remember: Shorter URLs are sexier,
# no—-www, oFgstag. phptgecl ass_b

# If you rather want to use option 2, just comment out a1l option 1 1ines
# and uncomment option 2
# THFORTANT: HEVER LSE BOTH ELLES AT THE SAME TIHE!

# Option 1;
# Rewite "www exampl e com - exampl e com”

# <IfModul & mod_rewte cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOST? “www'. ¢ +1% [HCT

#  RewrlteRule ™ http: /% XCREQUEST_URI: [R=341, L7
# <1 FHodul g

# Option 2

# To rewite "exampl e com —> www, exampl e com” uncomment the following 11nes,
# FBe awsre that the following rule might not be & good 1dea 1f you

# use "real"” subdomains for certain parts of your website,

# <IfModul e mod_rewite cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOSTR ! “www', . +§ [HCT

#  RewrlteRule ™ http: /swww, ¥CHTTP_HOST ACREQUEST_LRI: [R=3A1, L]
# <1 FHodul g

#
# Built-in filename-based cache busting
#

#If you're not using the build script to manage your f11ename version rewylng,
# you might want to consider enabling this, which will route reguests for

L o S md .1 = TS A TS e A o e T O -



# FLSSOS0HLE SEL LSS, 55 L0 FLS5 5001 E LS.,

# To understand why this 15 Important and a better 1dea than all. css7wl 231,
# read github, com/h5bpshtml 5-boi 1erpl at es/wi ki s cachebust 1 mg

# Uncomment to enabl e,

# <IrModul & mod_rewte c:

#  RewriteCond XREQUEST_FILEHAMER ! -r

#  RewriteCond ZRECQUEST_FILEWAMER ! -d

#  RewrlteRule ™0, +3%, Cvd+ry, £ js/ css/pngl jpgl gi fag #1, 3 [LT
# </ fHodul ex

#
# Frevent 550 cert warni ngs
#

# Rewrite secure requests properly to prevent 550 cert warnings, e g prevent
# https: ACwww exampl & com when your cert only allows https: Zssecure exampl & com
# Uncomment the followimg 1ines to use this featurs

# <IrModul & mod_rewte c:

#  RewrlteCond ZSERYER_FORTH ! 7443

#  RewrlteRule ™ https: //exampl e-domai n-pl ease-change-me, comitREGQUEST_LRT* [R=3A1, L]
# /T fModul e

#
# Frevent 484 errors for non-existing redirected fol ders
#

# without —Mul tiviews, Apache will give a 484 for 3 rewite 1 3 folder of the same nams do
# e g sBlogihello : webmasterwor]d comsapaches 36685792 htm

# Options —Mul tiviews
#

# Custom 484 page
#

# You can add custom pages to handle 568 o 4683 pretty easily, 17 you 11ke,
#If you are hosting yow site in subdirectory, adjust this accord ngl y
# & g Errorbocument 984 < subdi ve984, bt ml



# Ertortocumsnt G4 G684, Atml

#
# UTF-5 encodi mg
#

# Use UTF-58 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . css . js . xml . json . rss . atom

#
# A 1ittle more securlty
#

# Do we want to advertise the exact wersion number of Apache we're runnl ng?

# Frobably rnot,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

# "-Indexes" will have Apache block users from browsimg folders without 5 default documsnt
# Usually you should 1eave this actlvated, because you shouldn't allow everybody to surf th
# every folder on your server (which Includes rather private places 11ke CHS system fol ders
£l fModule mod_autol ndex, o

Options -Indexes
/I fModul e

# Block access to "hidden” directories or fi1les whose names begin with 3 period This
# 1ncludes directories used by version control systems such as Subversion or Gt
£IfModule mod_rewrite, o

RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]

RewriteCond #{SCRIPT_FILEMAMEY -f

RewriteRule "C7°1 /% " - [F]
/I fModul e

# Block access to backup and source f11es

# This files may be 1eft by soms textshtml editors and

# pose 3 great security danger, when somsone can access them

£FilesMatch "C%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny



Deny from all
Satisfy ALl
£/FilesMatch:

# Block access to WordPress files that reveal wversion Information,
£FilesMatch " “Cwp-configh, phpl readmeh, htmll 1icenses, txta"s

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

# If your server 15 not already conflgured as such, the following directlve
# should be uncommented 1n order to set PHP's reglster_global s option to OFF,
# This closes a major securlty hole that 15 abused by most %55 (cross-site

# scriptingy attacks, For more Information: httpe s/php netsregl ster_gl obal =
#

# IF EEGISTER_GLOGALS DIRECTIVE CALUSES 586 ITHTEREHAL SERYER ERRORS

#

# Your server does not allow PHP directives to be set via . htaccess. In that
# case you must make this change 1n your php 1ol file 1nstesd I you are

# using a commercial web host, contact the administrators for assistance in
# doing this Mot a1l servers allow 1ocal php Inl fi1l1es, and they shoul d

# Include a1l FPHP conflgurations Cnot just this oned, or you will effectively
# reset everything to PHP defaul ts Consult www, php, net for more detalled

# Information about setting PHP directives,

# php_flag regi ster_global s OFF

# Rename session cookle to something else, than PHPSESSID
# php_wal ue sess1on name s1d

# [0isable maglc quotes (This feature has been DEFRECATED 35 of PHP 5 3 A and REMOVED as of
# php_flag maglc_guotes_gpe OFF

# Do not show you are using PHP
# Hote: Mowe this 1ine to php ini since 1t won't work 1n . htaccess
# php_flag expose_php OFF

# Level of log detall - 1og all errors
# php_wvalue ertor_reporting -1



# Write errors to log file
# phpo_rlag 1og_errors On

# Do not display errors 1n browser (production - OFF, devel opment - Ond
# php_rlag di splay_errors OFF

# Do not display startup errors (production - OFf, dewvel opment - O
# php_rlag display_startup_errors OFF

# Format errors in plain text
# Mote: Leave this setting '0On' for xdebug' s war_dumpl output
# php_rlag html_grrors OFF

# Show mul tiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di fferent sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# php_value 1og_srrors_max_len 1624

# Don't precede error with string Cdoesn't accept empty string, use whitespace 1F you need?

n o

# php_wal ue error_prepend_strimg

# Don't prepend to error (doesn't accept empty string, use whitespace 17 you need?

n o

# php_wal ue error_append_string

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
</TfModul e

# EHD HTHLE Boilerpl ate



