#

# Rewite Setup

#
FewriteEngine On

#

# Froper MIKWE type for all files

#

# Javascript

# Hormallize to standsrd type C(it's spiffed 1in IE anyways)
# tools 1etf, org/html Arfod3Z29%section-7, 2
AddTupe applications javascript is

# Audi o

AddTupe audi o/ ogg oga ogg
AddTupe audi o/ mp4 mda
AddTupe audi o/ mpeg mp3

AddTupe audi o/ way Juay

# ¥ideo

AddTupe wideosogg . Ogy
AddTupe i deosmpd . mpd
AddTupe i deo/webm . webm
# 5V,

# Reguired for svg webfonts on 1FPad

#  twitter, comsFont Sgul rrel /st at uss] 45855690545
AddType i mage/ swg+xml v SWgZ
AddEncoding gzip svgz

# Webrfont s

AddTupe applications/wnd ms-fontobject eot
AddTupe applicationsx-font-ttf ttf tic
AddType font/sopentype otf
AddTupe applicationsx-font-woff wof

# Assorted types
AddTupe images x—1icon ico
AddTupe image/webp webp
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HOOTUPE LEXLS CJCTNE-Marl 1 2L

AddType text/x-component

dppCdere maril 1 s

htc

AddType applicationsx-chrome-extension crx

AddType applicationsx-xpinstall

AddType applicationsoctet-stream

AddType text/x-wvcard

xpi
safariextz
wiof

#

# Allow subdomain fonts

#

<FilesMatch "5, Ctifl ttcl obfl eotl wof fag"

<IfModul e mod_headers, c
Header set Access-Control-Allow-Origin "=

AT FModul e

£/FilesMatche

#

# Gzip compression

#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8.1 24 pushi ng-bew

<IfModul e mod_setenwif, o

<IfModul e mod_headers, c
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodingl X{1531 “{1531 {1532 % " (gzipl deflaterhs:

Encoding

RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng

AT FModul e
AT FModul e

# HTHL, TXT, 55 Jawvascript, Js0M, XAL. HTC:
<IfModule filter_modul e

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

$text/himl

$texticss

$text/plain

$text/xml

$text/ x-component
$applications javascript
$application/ json



FilterProvider COMPEESS DEFLHIE resp=Content-Tupe fappllcatlonsxml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxbtml+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $applicationsrss+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $applicationsatom+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $application/wnd ms-fontobject
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $1magesswg+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $applicationsx-font-ttf
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $font/opentype
FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

/I fModul e

£IfModule !mod_filter, c»
# Legacy versions of Apache
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
AddOut putFilterBuTupe DEFLATE applicationxhtml+xml applicationdrss+xml applicationdatom+:
AddOut putFilterBuTupe DEFLATE imagesswg+xml applications/wnd ms-fontobject applicationdx-fo
/I fModul e
/I fModul e

#

#

# These are pretty far-ruture expl res headers,

# They assume you control versioning with cachebusting guery params 11ke
# <script sro="application js7261 AAGAS" >

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2AA8SAEY 250 vyl g~ 1 enames—dont -use-guerystri ngs

# If you don't use filenames to version, lower the C55 and J5 to something 11ke

# access plus 1 week” o so, Originally set to "access plus 1 year”

£IfModul e mod_expires. o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"



# cache, appoache needs re-tequests in FF 3 6 (thanks Remy “Tntroduci ng HTHLE
ExpiresByTupe text/cache-manifest "access plus A seconds”

# Your document hRtml

ExpiresByTupe text/himl "access plus A seconds”
# [ata

ExpiresByTupe text/xml "access plus A seconds”

ExpiresByTupe applicationsxml "access plus A seconds”

ExpiresByTupe applicationd json "access plus A seconds”
# Feer

ExpiresByTupe application/rss+xml "access plus 1 hour”

ExpiresByTupe applicationsatom+xml "access plus 1 hour”

# Favicon (cannot be renamed
ExpiresByTupe images x-icon "access plus 1 week"

# Media 1mages, video, audio

ExpiresByTupe imagesaif "access plus 1 week"
ExpiresByTupe imagespng "access plus 1 week"
ExpiresByTupe images jpag "access plus 1 week"
ExpiresByTupe image’ jpeq "access plus 1 week"
ExpiresByType wideosogg "access plus 1 week"
ExpiresByType audiosogg "access plus 1 week"
ExpiresByTupe wideos/mpd "access plus 1 week"
ExpiresByType wideoswebm "access plus 1 week"
# HTC files (rcss3plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfont s
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByTupe applicationdwnd ms—-fontobject "access plus 1 month”

# 55 and JavaScript
ExpiresByTupe text/css "access plus A seconds”
ExpiresByTupe application/ javascript "access plus A seconds”



<IfModul e mod_headers, c
Header append Cache-Control "public”
<fIfModul e

<A Modul e

#
# Better website experience for IE users
#

# Force the 1atest IE version, In warlous cases when 1t may rall back to IE7 mode
# github, comsrailssralls commi /1 23eb25#commi t comment -11 5926

# Use ChromeFrame 1f 1t's Installed for a better experience for the poor IE folk

<IfModul e mod_headers, ¢
Header set X-UA-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on +ever
£FilesMatch "M, jsl cssl gi fl pngl jpe?
gl pdfl xmll ogal ogagl mdal ogyl mpdl mdvl webml sval swgzl eotl tf1 ot fl wof fl icol webpl appoachel mani festl
¥
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
Addlef aul tCharset utf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . css . js . xml . json . rss . atom

#
#A1ittle more securlty
#

# Do we want to adwvertise the exact wersion number of Apache we're runni ng?
# Frobably not,



## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsimg folders without 5 default document
# Usually you should 1eave this actlvated, because you shouldn't allow everybody to surf th
# every folder on your server (which Includes rather private places 11ke CMS system fol ders
£IfModule mod_autol ndex, o

Options -Indexes

AT Modul e

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
/I fModul e



