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#5ection 1

RewriteEngine On

IndexIgnore

Options +FollowSymlinks -Multiviews -Indexes
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#
# CORS-enabl ed 1mages (Borossori glng
#
# Send CORS headers 1f browsers reguest them: ensbled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image
# bl og, chromi um orgs 261 1 /870 us1 ng-cross-domal n-1 mages-1 n-webgl -and, ftml
# hacks, mozi1la orgs2a1 1.1 1 /us1 ng-cors-t o-1 oad-webgl -t ext ures-from-cross—domal n-1 mages:
# wiki, mozilla orgsSecurl tysRevl eusscrossor] gl nAt trl but e
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
# mod_headers, y u no match by Content-Type?!
£FilesMatch "N, Caifl pngl jpe?al sval svazl icol webp) $"
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e
#
# Webront access
#
# Allow access from all domains For webfonts

# Alternatively you could only whitellst your

1

# subdomains 11ke "subdomal n exampl 2 com”,
<IfModul e mod_headets, c
¢FilesMatch "%, CLifl ttol otfl eotl woffl font, cssl css) "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e
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RewriteCond #{0UERY_STRIMGY basebd_encode. #W(, 43 [0OR]
Rewri teCond #{OUERY_STRIMGY Ch<l #3C), #script, =08 ¥3E) [HC, OR]
Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

RewriteRule ™0, #)% index. php [F,L]
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# Deflate files to fasten the 1oadimg
<IfModule mod_deflate, o
SetOutputFilter DEFLATE
AddOut putFilterBuTupe DEFLATE applicationsx-httpd-php text/btml text/xml text/plain
text/css text/ javascript applicationd javascript applicationsx-javascript image/ jpeg
image/ jpg imagepng imagesgif font/ttf font/eot font/otf
</TfModul e
<IfModul e mod_headers, ¢
# properly handl e requests coming from behlnd proxies
Header append Yary User-Agent
</TfModul e
<IfModule mod_deflate, o
# FProperly handle old browsers that do not support compression
BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
# Explicitly exclude binary files from compression just In case
SetEnvI fHoCase Request_URI %, 7 gifl jpe?gl pngl pdfl swfl icol zipl ttfl eotl svgd $ no-gzip
</TfModul e
HHR R R R BB BB R BB R BB R BB R BB R BB RRRR BB R BB RRRR BB BB R BB R BB BB R BB BB R BB R BB R BB R R R BB R BB R R,
# Frotect . htaccess
¢Files . htaccess:
order allow, deny
deny from all
</Files:
HHR R R R BB BB R BB R BB R BB R BB R BB RRRR BB R BB RRRR BB BB R BB R BB BB R BB BB R BB R BB R BB R R R BB R BB R R,
# Header Explry
£FilesMatch "N, Cicol pdfl f1vl jpgl jpegl pngl gi f1 jsl cssl webpl swfdch, gz TONTE, ) 7"
Header set Expires "Thu, 23 Aug 2222 608 A8 BB GMT"
Header unset ETag
FileETag Hone
£/FilesMatch:
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