##

# Bversion $1d htaccess txt 14481 2A16-61-26 14 168 862 1ouls #

# Bpackage Jooml &

# Bropyright Copuyright (C) 28A5 - 2A1A Open Source Matters Al rights reserved,
# Bl1cense htto sf i, gou, orgscopyl eftsgol, html  GHUYGPL

# Joomls! 15 Free Software

##
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# KEEAD THIS COMFLETELY IF ¥YOU CHOOSE TO LUSE THIS FILE

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server configueations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# your . htaccess file,  If using 1t causes your server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's IF they
work,

# 1t has been set by your server admin strator and you do not oneed 1t set here

#

HHRRRRRRRRRRRRRRRRRR BB BB BB BB RRRRRRRRRRRRRRRRRRRRRRRRH

##  Can be commented out 1f causes errors, see notes sbove,
Options +FollowSumlinks

#
# mod_rewite In use

RewriteEngine On

RewriteRule ™0, #1%, ¢ jpeqgl jpal i f1 bmpl pngl cssl jsl icol JPEGI JPGI GIFI BMPI PHGI C551 3 ICO0 § -
[L]

#Rewr] teCond ECHTTP_HOSTR ! “sangkasi [HCT
FewriteCond #¥CHTTP_HOSTY ! “wwwh, [HCI
RewriteRule ™ http A www, ¥CHTTP_HOSTI#CREQUEST_URI Y [L, R=3A21

RewriteCond #¥{REQUEST_URIY ! “/plugins
RewriteRule C, #%, html /%1 [R=382, L]
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FewriteCond ¥REQUEST_URIY “/make-money
FewriteRule ™ /fixed-381, php7a=$1 [HC, QSA, L]

RewriteCond ¥{REQUEST_URIY “/ventilator [or]

FewriteCond ¥REQUEST_URIY “/rotating-ball-wentilation Corl
FewriteCond ¥REQUEST_URIY “/rain-gutter [orl

RewriteCond #{REQUEST_URIY “/smokestack [or]

RewriteCond ®{REQUEST_URIY “/went-hood [orl

FewriteCond ¥REQUEST_URIY “/gas-stowe [arl

RewriteCond #{REQUEST_URIY “/sink [orl

FewriteCond ¥REQUEST_URIY “/appliance [aorl

FewriteCond ¥REQUEST_URIY “/location-map

FewriteRule ™ /fixed-382, php [HC, OSA, L]

#Rewr1 teCond XCREQUEST_URI: “rarticles

FewriteCond ¥REQUEST_URIY “farticles/rain-gutter [orl
RewriteCond #{REOUEST_URIY “farticles/ventilator [or]
RewriteCond #{REOUEST_URIY “/articles/wvent-hood [or]
RewriteCond #{REQUEST_URIY “/articles/smokestack [or]
FewriteCond ¥REQUEST_URIY “farticles/healthy Corl
RewriteCond #{REQUEST_URIY “/farticles/turbine-ventilator [or]
RewriteCond #{REQUEST_URIY “/farticles/stainless-steel [or]
RewriteCond #{REQUEST_URIY “/farticles/ventilator

FewriteRule ™ /fixed-383 php [HC, O5SA, L]

FewriteRule sitemaph. xml /index php?option=com_xmapésitemap=1&view=xml [R=362]

FewriteRule “rotating-ball-wentilation wentilator [R=3A2, O5A, HC]
RewriteRule “smokestack /went-hood [R=362, 05A, HCI

#Rewr1 teCond XCREQUEST_LRIZ ! 7/, #1%, php

#Rewrl teCond XCREQUEST_URIY 17/, #1%, html

#Rewri teCond ZCREQUEST_LIRIY | 7/¢, #14%, js

#Rewrl teCond XCREQUEST_URIY 17/, #1%, o555

#Rewrl teCond HCREQUEST_URIY !¢/ % gifls, jpgl v prngl . phpl % htmll % Btml s, feed! . pdfl s, rew) §
[HCT

#Rewr1 teRule 7, #1% f1xed-361, php

#Rewr1 teCond XCHTTP_HOST? ! “samgkasi [HCT
#Rewr1 teCond XEHTTP_HOST? ! “www', [HCT
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#Rewr1tekule " htto </ wwl, ZCHTTF_HUS T REDUEST_URT ¢ [L, K=56:]

#Rewr1 teCond XCREQUEST_URIZ ! "ol ugl ns.$
#Rewrl teRul e 70, #1%, cssg Soss php [HC. L, 05A7
#Rewr1 teCond XCREQUEST_URIZ “stempl atesg [HCT
FewriteRule ™, #1%, c3s fcss. php [HC, L, 05A]

#Rewr1 teCond HEREQUEST_URIZ “abcdt, html
#Rewr1 teRul e “raln-gutter, html $ rai n-gut ter, php

#Rewrl teRul & 71 ndex, phpt, #11d=460, 1 http #/sangkasi, com/ral n-gut ter, html [R=3A1, 05A, HCT
#Rewr telpt 1 ons MaxRedi rect s=1

#Rewrl teRul & “ral n-gut terg sral n-gut ter, php

##Fewr] teCond ZTREQUEST_LIRT ! “ral n—gut ters, html
##Fewr] teCond ZCOUERY_STRIMGE “optlon=com_cont ent &vi ew=art1 cl e41 d=4641 t eml d=53
##Fewrl tekul e "1 ndex'. phpg ral n-gutter, php

#Rewrl teRul & 71 ndexs, phpg httpe v sangkasi, comsral n-gut ter, html [R=3A17
#Rewrl teRul & 71 ndexs, phpg <ral n-gutter, html 7a=a [R=5611

#apaHtaRS Begin - Rewlte rules to block out some common explolts

## I you experience probl ems on your s1te block out the operations 115ted bel ow
## This attempts to block the most common type of exploit “attempts to Jooml 3
#

## Deny access to extension xml f1les (uncomment out to actlvated

#eFiles ™ "% xmlg">

#Order allow, deny

#Oery from all

#5atisry all

#erFiles:

## End of deny access to extension xml files

RewriteCond #{OUERY_STRIMGY mosConfig_la-zA-2_141, 213¢=1 %300 [OR]

# Block out any script tryling to basebd_encode crap to send wia URL
RewriteCond #{0OUERY_STRIMGY basebd_encode, #%(, 43 [OR]

# Block out any script that Includes a <script: tag in URL

RewriteCond #{OUERY_STRIMGY Ch<l #3C), #script, =0 ¥3E) [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS wariable wia URL
RewriteCond #{OUERY_STRIMGY GLOBALSC=I W[I w¥[LA-9A-Z14{6, 23 [OR]

# Block out any script tryling to modify a _REQUEST wariable wia URL



RewriteCond #{OUERY_STRIMGY _REQUESTC=I AL WELA-9A-Z1{A, 23)

# Send all blocked reguest to homepage with 4683 Forbl dden error!
RewriteRule ™0, #)% index. php [F,L]

#

#Has sty End - Rewite rules to block out some common explol ts

# Uncomment followling 11ne I your webserver' s LRL
# 15 not directly related to physical fi1l1e paths
# Update Your Joomla! 0irectory Cjust o for rootl

# Fewrl teBase

#Hapfasss Begin — Jooml 5/ core SEF Sectlon

#

RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteCond #¥{REQUEST_URI Y ! “/index. php

RewriteCond #¥{REQUEST_URIT /1%, phpl % htmll s, html b, feed b, pdfl s, rawl A7 1#0&
RewriteRule (., ) index php

RewriteRule . # - [E=HTTP_AUTHORI ZATION: ¥{HTTP: Authorizationd, L]

#

HHasAss End - Jooml 3! core SEF Section

#Rewr] teCond ZOUERY_STRIMGR “optlon=com_cont ent &vi ew=3511 1 e41 d=4641 t eml 0=53;

#Rewr] teRul @ 71 ndexs, phpg #rai n-gutter, html [R=3A1, L]

[HC]



