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# START FREOCESSWIEE HTACCESS DIRECTIYES

# @version 203
B L L L L VLI VI VI E BBV E BB

#
# 0on't show directory 1ndexes, but do follow symbolic 11nks

# Hote: some cloud hosting compani es don't allow +FollowSymllnks
# Uncomment +5ymlinksi fOwnerflatch and comment +Followsymlinks 1F you have troubl es
#

Options -Indexes
Options +FollowSumlinks
# Options +5ymlinksIFOwnetat ch

#
# Let Processhire handl e G845
#

ErrorDocument 484 /index, php

#
# Handl e request for missing favicon Icostobots txt files Cno ending quote for Apache 1, 37
#

¢Files favicon. icox
ErrorDocument 484 “The requested file favicon ico was not found
£/Files:

¢Files robots, txt:
ErrorDocument 484 “The reqguested file robots, txt was not found,
£/Files:

#
# Frotect Processiire system files (part 13
#

£FilesMatch "%, Cincl infol modul el shl sgladl “Ch, ="
Order allow, deny
£/FilesMatch:



#

# Override a few PHP settings that can't be changed at runtime (oot regqui red?
#

<IfModul e mod_phpS, c
php_flag magic_quotes_gpc of f
php_flag magic_guotes_sybase of f
php_flag reqgister_global s of f
</TfModul e

#

# set default directory 1ndex files
#

Directoryl ndex index php index html index htm

#

# FProcessiire reqguires mod_rewite
#

<IfModul e mod_rewrite, o

RewriteEngi ne On
AddDef aul tCharset UTF-3

#

# 5et an environment varlable so the installer can detect that mod_rewrite 15 actlve
#

SetEny HTTP_MOD_REWRITE 0On

#

# Optional: 5et 3 rewrite base 1f rewites aren't working properly on you Seryver,

"~

# And 1 your site directory starts with 3 you will most 11kely have to use this




# Kewrl teBase
# Fewrl teBase souws
# Fewrl teBase »"users

Access Restrictions: Keep web users out of dirs that begin with a period

RewriteRule "C71 /2% " - [F]

#
# Optional: Redirect users to the 'www ' version of the =ite Cuncomment to enabl el

# For example: http 7 processwl e coms would be redirected to http /v, processwl e, coms
#

# RewriteCond XCHTTP_HOST? ! “www', [HCT
# RewriteRule © httpe /7w, XCHTTP_HOST} ¥CREQUEST_LRI [L. R=5411

# Access Restrictions: Frotect Processilire system f1les
#

# Block access to any htaccess f11es

RewriteCond #¥{REQUEST_URIY 7 /2%, htaccessg [HC, OR]

# FBlock access to protected assets directories

RewriteCond #{REQUEST_URIY (7 /)(sitel site-
[ #1142/ assets/(cachel 1ogsl backupsl sessionsl configl installl tmpa Ol 4, %0 [OR]

# Block acceess to the #sitesinstalls directory

RewriteCond #¥{REQUEST_URIY 7 /i(sitel site-["/1+2/installc$l /. %) [OR]

# FBlock dirs In /sitesassetss dirs that start with a hyphen

RewriteCond #{REQUEST_URIY (7l fa(sitel site-["/1+)/assets /- +/. % [OR]

# Block access to Jwiresconflg php, /sitesconflg php, /51 tesconfl g-dev, pho,  and
Sl esl ndex, confl g php

FewriteCond ¥{REQUEST_URIY 7 /idwirel sitel site-["/1+)/Cconfigl i ndex’, configl config-dewits,
[OR]



# Block access to any PHP-based files in templ ates-admi ne

RewriteCond #¥{REQUEST_URIY 7 /iCwirel sitel site-["/1+)/templ ates-admind$l /14, =\, (phpl html”
[tpllinco2$ [OR]

# Block access to any PHP or markup fi1les 1n /sitestempl atess

RewriteCond #¥{REQUEST_URIY (7 fiCsitel site-["/1+)/templatesc$l /174, =\, (phpl html 7l tpll inco 2y

# Block access to any PHP files in /s51tesassetss

RewriteCond #¥{REQUEST_URIY 7 /iCsitel site-[ /142 /assetscsl A1/, =\, phpdd [OR]

# Block access to any PHP files in core o core modul & di rectorl es

RewriteCond #¥{REQUEST_URI Y 71 /JwiresCcorel modul esd /. =5\, (phpl incl tpll modul e) $ [OR]

# Block access to any PHP files in /=1 tesmodul es/

RewriteCond #{REQUEST_URIY 7 /i(sitel site-["/1+)/modul s/, #h, Cphpl incl tpll module)$ [OR]

# Block access to any softwsre Identifying txt files

FewriteCond ¥{REQUEST_URIY ©7 /)¢ COPYRIGHTI IMSTALLI RERDMEI ht accessah, (txtl mddd [OR]

RewriteCond #{REQUEST_URIY 7l /1 site-defaul t/
# If any condi tions above match, 1sssue 3 483 forbi dden
RewriteRule ~ «% - [F,L]

#

# Ensure that the URL follows the name-format speci f1cation reguired by Processiire
#

RewriteCond ¥{REOQUEST_URLY ""/™7[-_. a-zA-Z28-9/1%%"

#

# If the request 1= for 5 file o directory that physically exists on the server,
# then don't give control to Processiire, and 1nstesd 1oad the file
#

RewriteCond #%{REQUEST_FILEMAMEY ! -f
RewriteCond %{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_FILEHAMEZ ! < favicons. 1col robotsy, txt)

#

# Optional: Don't send missing Image requests to Processkire (uncomment below to enabl e,

# This might be helprful 1f you are 1sunching 3 new site and 1ots of 1mages have moved,



# It will reduce the 1oad on the server not to have Processlire tryimg to serve those reg
#

# Rewrl teCond ZCREQUEST_LRT: !4, (gl fl jpgl pngl 1 cod g [HCT

#

# Pass control to Processiire 1 all the above directives allow us to this polnt,
# For regul ar ¥irtual Hosts Cmost [nstallsh
#

FewriteRule (., #2% index php?it=$1 [L, 05A]

#

# If usimg ¥irtusl Document Root: comment out the one above and use this one 1nstead,
#

# RewriteRule 70, 14 /1ndex, php?it=¢1 [L, 3547

<A Modul e
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