
# BEGIN All In One WP Security

#AIOWPS_BASIC_HTACCESS_RULES_START

<Files .htaccess>

order allow,deny

deny from all

</Files>

ServerSignature Off

LimitRequestBody 10240000

<Files wp-config.php>

order allow,deny

deny from all

</Files>

#AIOWPS_BASIC_HTACCESS_RULES_END

#AIOWPS_PINGBACK_HTACCESS_RULES_START

<Files xmlrpc.php>

order deny,allow

deny from all

</Files>

#AIOWPS_PINGBACK_HTACCESS_RULES_END

#AIOWPS_BLOCK_SPAMBOTS_START

<IfModule mod_rewrite.c>

RewriteCond %{REQUEST_METHOD} POST

RewriteCond %{REQUEST_URI} ^(.*)?wp-comments-post\.php(.*)$

RewriteCond %{HTTP_REFERER} !^http(s)?://jonlambert\.dev [NC,OR]

RewriteCond %{HTTP_USER_AGENT} ^$

RewriteRule .* http://127.0.0.1 [L]

</IfModule>

#AIOWPS_BLOCK_SPAMBOTS_END

#AIOWPS_PREVENT_IMAGE_HOTLINKS_START

<IfModule mod_rewrite.c>

RewriteEngine on

RewriteCond %{HTTP_REFERER} !^$

RewriteCond %{REQUEST_FILENAME} -f

RewriteCond %{REQUEST_FILENAME} \.(gif|jpe?g?|png)$ [NC]

RewriteCond %{HTTP_REFERER} !^http(s)?://jonlambert\.dev [NC]

RewriteRule \.(gif|jpe?g?|png)$ - [F,NC,L]

</IfModule>

#AIOWPS_PREVENT_IMAGE_HOTLINKS_END

# END All In One WP Security

# BEGIN WordPress



# BEGIN WordPress

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /

RewriteRule ^index\.php$ - [L]

RewriteCond %{REQUEST_FILENAME} !-f

RewriteCond %{REQUEST_FILENAME} !-d

RewriteRule . /index.php [L]

</IfModule>

# END WordPress

# BEGIN GZIP COMPRESSION

<IfModule mod_gzip.c>

  mod_gzip_on Yes

  mod_gzip_dechunk Yes

  mod_gzip_item_include file \.(html?|txt|css|js|php|pl)$

  mod_gzip_item_include handler ^cgi-script$

  mod_gzip_item_include mime ^text/.*

  mod_gzip_item_include mime ^application/x-javascript.*

  mod_gzip_item_exclude mime ^image/.*

  mod_gzip_item_exclude rspheader ^Content-Encoding:.*gzip.*

</IfModule>

<IfModule mod_deflate.c>

  # Insert filter

  SetOutputFilter DEFLATE

  # Don't compress images

  SetEnvIfNoCase Request_URI \.(?:gif|jpe?g|png)$ no-gzip dont-vary

  # Make sure proxies don't deliver the wrong content

  Header append Vary User-Agent env=!dont-vary

</IfModule>

# END GZIP COMPRESSION


