# sudo aZenmod rewrlte deflate headers

HRRRRRAR R R R AR RN R R RRRRR IR RRRRRR R R RS
# Global FPHP and Apache Conflguratlon
HRRRRRAR R R R AR RN R R RRRRR IR RRRRRR R R RS

ContentDigest On

# Turn on Expltres and set default to A
ExpiresActive On
Expireshefault AA

php_flag displ ay_errors Off
php_flag expose_php Off
php_value register_globals OFf
ServersSignature OFf

Defaul tLanguage es-HMx

HERBRRRARBRBRRRRHRH
# UTF-8 encodl ng
HERBRRRARBRBRRRRHRH

AddDef aul tCharset utf-5

HRRRR AR IR R RN R R R AR R AR AR R R RRR AR R R RRH
# 55L 1 needed, friendly URLs and www removed
HRRRR AR IR R RN R R R AR R AR AR R R RRR AR R R RRH

£IfModule mod_rewrite, o
# enable symbolic 11nks
Options +FollowSumlinks
#0ptions All -Indexes
Options -Indexes
IndexIgnore *7%
RewriteEngine on

# accept connection only using https
#Rewr1 teCond XEHTTRS? ! =on

#Rewri teRul e .  https: <7 % SERVER_HAMES X REQUEST_LIRTZ [R, L]
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# 17 g UIFrECciory or o 1118 EXISLS, USE 1L UIFEcily
RewriteCond ¥{REOUEST_FILEMAME: ! -f
RewriteCond ¥{REOUEST_FILEMAMEY ! -d

# otherwl se forwsd 1t to 1ndex, php
FewriteRule . index php

# Deni es POST reqguests by bl ank user-agents, May prevent a small number of wisitors from
FOSTIHE

RewriteCond #{REQUEST_METHODY =POST

RewriteCond %{HTTP_USER_RAGEMTY “-7%

RewriteCond #{REQUEST_URIY ! “/C/), & [HC]

RewriteRule . - [F,HS, L]

# [i=able easter eqgg php

RewriteCond %{OUERY_STRIMGY %=PHPLA-9a-f1{8}-[B-a—f1{43-[B-9a-f1{43-[A-9a-f1{d3-[A-Ta-
f1{12% [HC]

RewriteRule .+ - [F]

<A Modul e
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# Security
HHRHHHHHRIH
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<files . htaccess:
#order allow, deny
#deny rrom all
Fequire all denied
/files:

HERHRBHRRBRRRBBRRAE
# Cache and compresion
HERHRBHRRBRRRBBRRAE

£1fModul & mod_phpS. o
php_walue zlib, output_compression 16356
£/1 fModul e

£ifModul e mod_gzip. o



<1 fModul e mod_headers, c»
Header add X-Enabled mod_gzip
<41 Modul e
</1fModul e

<IfModul e mod_deflate, o
£FilesMatch "N, Cjsl cssag"s
SetOutputFilter DEFLATE
£/FilesMatch:

Header add x-enabled mod_defl ate

<IfModul e mod_headers, ¢
Header append Yary User-Agent
<41 Modul e
<41 Modul e

<IfModul e mod_headers, ¢
Header add x-content-type-options "nosniff"
Header add x-frame-options “SAMEORIGIH"
Header add x-xss-protection: “1; mode=block"
Header add ¥-Pingback: http: //gompit. comdping
</1fModul e



