
# Don't list directory contents

IndexIgnore *

# Disable script execution

AddHandler cgi-script .php .php2 .php3 .php4 .php5 .php6 .php7 .php8 .pl .py .js .jsp .asp .

Options -ExecCGI -Indexes

 

# Only allow access to this directory if they are coming from your domain; excluding you, your server, Google and any other IPs

RewriteEngine On

RewriteCond %{REMOTE_ADDR} !^(xxx\.xxx\.xxx\.xxx|xxx\.xxx\xxx\.xxx|66\.249\.)

RewriteCond %{HTTP_HOST} !^(127\.0\.0\.0|localhost) [NC]

RewriteCond %{HTTP_REFERER} !^https?://(.+\.)?yourdomain\.com/ [NC]

RewriteRule .* http://yourdomain.com/ [L]

 

# Secure php.ini and .htaccess

RewriteRule ^(php\.ini|\.htaccess) - [NC,F]

 

# Block shell uploaders, htshells, and other baddies

RewriteCond %{REQUEST_URI} ((php|my|bypass)?shell|remview.*|phpremoteview.*|sshphp.*|pcom|nstview

RewriteCond %{REQUEST_URI} (\.exe|\.php\?act=|\.tar|_vti|afilter=|algeria\.php|chbd|chmod|cmd

RewriteCond %{QUERY_STRING} 

(\.exe|\.tar|act=|afilter=|alter|benchmark|chbd|chmod|cmd|command|cast|char|concat|convert|create

[NC]

RewriteRule .* - [F]

 

# Disable hotlinking of images

RewriteCond %{HTTP_REFERER} !^$

RewriteCond %{REQUEST_FILENAME} -f

RewriteCond %{REQUEST_FILENAME} \.(jpe?g?|png|gif|ico|pdf|flv|swf|gz)$ [NC]

RewriteCond %{HTTP_REFERER} !^https?://([^.]+\.)?yourdomain\. [NC]

RewriteRule \.(jpe?g?|png|gif|ico|pdf|flv|swf|gz)$ - [NC,F]

 

# Only the following file extensions are allowed

Order Allow,Deny

Deny from all

<FilesMatch "\.([Jj][Pp][Ee]?[Gg]?|[Pp][Nn][Gg]|[Gg][Ii][Ff]|[Gg][Zz]|[Pp][Dd][Ff])$">

Allow from all

</FilesMatch>

 

# Block double extensions from being uploaded or accessed, including htshells

<FilesMatch ".*\.([^.]+)\.([^.]+)$">

Order Deny,Allow



Order Deny,Allow

Deny from all

</FilesMatch>

 

# Only allow GET and POST HTTP methods

<LimitExcept GET POST>

Deny from all

</LimitExcept>


