#  BULLETFROOF . 51. 4 WP-ADMTH SECURE . HTALCESS

#If you edit the BULLETFROOF . 51. 4 WP-ADMTH SECURE , HTACCESS text above

# you will see error messages on the BPS Security Status page

# BP5 15 reading the version number in the htaccess file to validate checks

# BP5 15 also checking that the string BPSOSE exists in this file - do not delete 1t
#If you would 1ike to change what 15 di splayed above you

#will need to edit the BPS functions, php file to match your changes

# For more info see the BPS Guide at Al T-pro. com

# 00 HOT ADD URL EEWMRITING IH THIS FILE OF WORDFEESS WILL EBREAK
# RewriteRule 70, #1% - [F, L] - works In Swp-admin without bresking WordPress
# RewriteRule . sindex, php [L] - will bresk WordPress

# ADD WF-ADHIN FILE HAMES TO FILESHATCH MAKIWG THEM 46835 FOREI DDEH

# DENY BROWSER ACCESS TO WP-ACMIH THSTALL., PHP

# Add the wp-admin file names to Filestatch and deny direct browser access to them
# This would generate a HTTF 483 Forbl dden error message 1nstead of a 484 error,

# The root | htaccess file already has a security rule that blocks access to all

# Swp-adminsincludes files in the wp-admin folder, Directly trying to sccess

# rfiles with a browser 1n the wp-admin folder results in 984 HTTP errors, which 15
# essentially the same protection that making the files forbi dden 4983 woul d achi eve,
# Making Swp-adminsinstall, php forbidden 15 not really necessary, but has been

# added a5 an addi tional security measure,

# To allow yourself browser access to install, php replace Allow from 88 77 66, 55

# with your curtent IP address and remove the pound sign # from in front of the

# Allow from 11ne of code bel ow,

# BEGIN BF5 WFADMIN DEHY ACCESS TO FILES

¢FilesMatch "“(install®, phpl exampl et phpl exampl 2%, phpl exampl &34, phpa ">
Order ALLow, Deny

Deny from all

#AI1ow from 55 77 66, 55

£/FilesMatch:

# EHD BF5 WFADHMIHN DEMY ACCESS TO FILES

# GEGIH OFTIUOHAL HP-ACHITH ACDI TIOHAL SECURITY MEASLURES:

# BEGITH CUSTOMN CODE WPADHIH TOF: Add miscellaneous custom code here
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# CriL LOajur LULC WEALTILT T LF

# WP-ADMIH DIRECTORY FARSSWORD FROTECTIOW - . htpasswd

# The BFPS root . htaccess file already has a security rule that blocks access to all
# Swp-adminsincludes files in the wp-admin fol der,

# The wp-admin directory already requires authentication to galn access to your

# wp dashboard Adding 3 second 1ayer of authentication 15 not really necessary,

# Users 7 visitors to your site will not be able to register or 1ogin

# to your site without also having the additionsl 1ogin 1nformation,

# htpasswd encrypts passwords using elther 3 wversion of MO5 modi fied for Apache,

# or the system's crypt(d routine Files managed by htpasswd may contain both types
# of passwords! some user records may have Mbhs-encrypted passwords while others in
# the same fi1le may have passwords encrypted with cryptll,

# User sccounts and passwords can be added 1n your host Control Panel o directly
#1in the , htpasswd rile,

# The . htpasswd file should be in 3 Server protected directory and not in a5 public
# directory,

# You can specify a single specific user or use valld-user to allow 311 vwalid

# user sccounts to be able to 1ogin to your site

# ESHAFLE:

#Aut hType basic

#Aut hiEroupFi e < devynul 1

#Aut hllserF1le spathstosprot ect eddserverdi rect orys, bt passwd
#Aut hHame " Password Protected Area”

#requi e user ZIppy

#requi e wal 1 d-user

# ACD YOUR CURRENT ITF ADDRESS TO THIS FILE

# This will then reguire that you FTF to your site and manually change the TP

# address in this . htaccess file And users will not be able to register or 1ogin

# to yowr site without having their IP addesses added to this file It 1s possible
# to automate this, but unfortunately in order to not lock you out of your own =ite
# the IF address would have to be removed on exitimg your site. This means that If
# you are not currently logged in then no additional security 1s in effect,

# It you are not going to access o login to your site for & long time and you

# are not allowing addi tional users to access your site then

# manually adding an IP address may be an option you want to use temporarilu

# EXAMFLE:
#AUL HllserFile /deverul 1



HHUL B oupF1 1 e Sdeverul 1

#Aut hHame "Password Protected Ares”

#Aut hType Basic

#Order Dery, AL L ow

#Oery from all

# whitelist home IP address

#AI1ow from b4, 255 1649, 99

# whitelist work IP address

#AIlow From 69 147 114 218

# IF while In Kentucky: delete when back

#Al1ow from 125 1635 2 27

# EHD OFTIOWAL WP-ACHTH ADCT TTOHAL SECURI TY MEASURES

# EEOLEST METHODS FILTERELD

RewriteEngine On

RewriteCond #{REQUEST_METHOD: “CHERDI TRACEI DELETEI TRACKI DEBUGY [HCI
RewriteRule “C, 0% - [F,L]

# BEGIH CUSTOM CODE WPADMIH FLUGTH FIXES: Add OWLY WPACDMIH personal plugin f1xes code here

# EHD CUSTOM CODE WPACHITH FLUBTH FIXES

# Allow wp-admin files that are called by pluglns
# Fix for WP Press This

FewriteCond ¥REQUEST_URIY press-thish, phpy [HCI
RewriteRule . - [5=1]

# BEGIHN BFSUSE-check BFS OUERY STRIMG EXFPLOITS AMD FILTERS

# BF5SUSE-check BFS OUERY STRIMG EXFLOITS AMD FILTERS

# WORDFEESS WILL EBREAK IF ALL THE BFSUSE FILTERS ARE DELETELD

RewriteCond #CHTTP_USER_AGEMTI ¢ #BAI #8DI %271 ¥3C1 ¥3E1 ¥A8) [HC, OR]

RewriteCond #¥CHTTP_USER_AGEMTI 11 buwww-

perl| wget! pythonl niktol curll scanl javal winbttpl HTTrackl ¢l shttpl archiver! 1oader! emaill harvestl
RewriteCond #{THE_REQUESTY CWTI %l %20 +CE28+] WS+l Z20+0%\ S+ W S+E2A+ WM s+E2B+\ s+ HTTPC: #1 /)
FewriteCond #¥{THE_REOUESTY etc/passwd [HC, ORI

RewriteCond ¥{THE_REOUESTY cgi-bin [HC, OR]

RewriteCond ¥{THE_REQUEST: C#BAI #8002 L[HC, ORI

RewriteCond #{REQUEST_URIY owsswrh, dll [HC, ORI

RewriteCond #¥{HTTP_REFERERY «#BAI ¥ADI #2771 ¥3CI #3EI #8@) [HC, ORI



Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

#CHTTP_REFERERX
#CHTTP_REFERERX
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:

Y, opendi rviewerh, [HC, ORI
usersh, skyneth, be, = [HC, ORI
[a-zR-ZB-9_1=http: // [HC, OR]

[a-zA-EB-9_1=Ch, A\, 4770+ [HC, OR]
[a-zA-EB-9_1=/C[a-zB-9_. 1//%+ [HC, OR]
W=PHPL B-9a-f1{gF-[B-9a-f]1{di-[B-9a-f1{4i-[B-9a-f1 {43 -[ B-9a-f1{l!:

O h S H2ed2edl2l ] E2eldes] NN BT E2eN, BT E2eN, SN B2ed2T] .

ftph: [HC, ORI

https: [HC, ORI

httpsh: [HC, ORI

W=hlwhl [HC, ORI

(L) /selfA0, «0 g [HC, ORI

“(, #)cPath=http /40, )% [HC, OR]

(%< %30, #script, =08 ¥3E) [HC, OR]

Gl ¥3CHCL s #sh+oriph, #0x] ¥3EY [HC, OR]
Chl 30K, #1frame. (4] E3E2 [HC, OR]

Gl ¥ICICL M1 #1 0 +frame, =0 »] ¥3E2 [HC, OR]

basebd_encode, =40, 42 [HC, OR]

basebd_renl de)codel “C1=5\(L ™21+ [HC, OR]

GLOBALSC =I SO SELB-9A-£1418, 230

[ ORI

_REQUESTC=I MO AECA-9A-Z1468, 230 [OR]

“oECNCI N <L 0, [HE, OR]
CHULLI QUTFILEl LOAD_FILEY [OR]

th, {1, ¥/0+0motdl etcl biny [HC, ORI

rlocalhost] loopbackl 12
el ] EBAL R
concat[ ™ (1= [HC, OR]

union(["sl+s)+elect [HC, OR]

T BN BN 1D DHC, ORI
DI #2771 ¥EC1 ¥3El EaEy [HE, OR]

uniont["al#a)+11C[ "s]l«s)+elect [HC, OR]

Crl<hxl T IND] HEAD HED 221 27

HACI ¥3El EaEd, =

L |
o = F

i /%+l unionl selectl insert] dropl del etel updatel castl createl charl convertl alterl decl arel order| sct

[HC, Or]
RewriteCond
RewriteRule -

# EHD BF5USE-check BPS LOUERY

ELOUERY _STRIHG:
)% - [F, L]

Csp_executesgl) [HCI

STEIHGE EXFLOITS AHD FILTERS



