#
# Bazed on the Contao CMS (contao orgl

# and H5E6F (h5bp, comt , htaccess templ ates

#

# HEEF 15 11censed under the MIT LIcense (opensouce orglllcensesfl Tl
# Contao 15 11censed under the LGFL (gnu orgslicensess1gpl -3 A html

#

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, com/railssrallsscommi ts]Z23eb25#commi tcomment -11 8928
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk
#
# Will not work on FCGEI scripts
<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
<FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcol icol jpe?
gl j=l mdal mdvl mani fest! mpdl oexl ogal oggl ogwl ot f1 pdfl pngl saf ariextzl svgl svgzl L1 vofl webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# Webfont access
#

# Allow access from all domains for webfonts
<IfModul & mod_headets, c
¢FilesMatch ", (ttfl ttcl otfl eotl woffl font, css)g" >
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# Froper MIME type for all files
#

T e



SLTIrIOUUL 2 mad_ml me, 2-
# JavaScript
# Hormallze to standard type (1t's sniffed in IE anyways?

# tools 1etf, orgshtml Arfod3z2afsection-7, 2

AddType applications javascript s Jjsonp
AddType applications json json

# Audi o

AddType audi o/ mpa mda fda fdb
AddType audiofogg oga o0gg

# Video

AddType wi deo/mpa mpd mdy fdv fdp
AddType wideo/ogg gy

AddType wideo/webm webm
AddType wideosx-f1w flw

# 546

# Required for svg webfonts on 1Pad

# twitter, com Font Squirrel /st atus/] 4855590545

AddType imagesswg+xml v SWOZ
AddEncoding gzip SWOZ

# Webfonts

AddType application/vnd ms-fontobject eot
AddType applicationsx—font-ttf ttf ttc
AddType applicationsx—font-woff wof f
AddType font/opentype oLf

# Assorted types

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o

AddType applicationsx-opera-extension Qe

AddType applicationsx-shockwave-T1ash suf

AddType applicationsx-web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpi

AddType applicationsxml rss atom xml rdf
AddType image/webp webp

AddType image/x-icon ico

AddType text/cache-mani fest appcache manifest

AddTupe textswit wit



HddTupe text/x-component htc
AddType text/x-wvcard wiof
</ fModul e

#
# Gzip compression
#

<IfModul e mod_deflate, o
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/ 261 8,1 Z/pushi ng-
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{15%1 “{1531 -{1532% " {gzipl det
[®™-11{4,13%% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/shtml 5
text/plain &
text/ x—component
text/xml

<41 Modul e

<41 Modul e

#

#




£IfModul e mod_expires. o

ExpiresActive on
ExpiresByTupe text/cache-manifest "access plus A seconds”
ExpiresByTupe text/himl "access plus A seconds”
ExpiresByTupe text/xml "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTupe applicationd json "access plus A seconds”
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByTupe images x-icon "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByTupe wideoswebm "access plus 1 month"
ExpiresByTupe text/x-component "access plus 1 month"
ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe applicationsx-font-woff "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"
ExpiresByTupe applicationdwnd ms-fontobject "access plus 1 month"
ExpiresByTupe text/css "access plus 1 year”
ExpiresByTupe application/ javascript "access plus 1 year”

<A1 fModul e

#

# ETag removal

#

# FileETag Hone 15 not enough for every server,

<IfModul & mod_headets, c
Header unset ETag

<A1 fModul e

# Since we're sending far-ruture expires, we don't need ETags for static content,

# devel oper, yaboo, comsperf ormancesul es, [tml #et ags
FileETag Hone



#
# Frevent 484 errors for non-existing redirected fol ders
#

# Wi thout —Mul tiviews, Apache will give a 464 for 3 rewite 1f a folder of the
# sams name doss not exi st,

# webmasterwor] d comsapaches 36685792, htm

Options -Multiviews

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
Addlef aul tCharset utf-3

# Force UTF-8 for a number of file formats

AddCharset utf-3 . atom . css . js . json . rss ., wtt | oxml

#
# start rewlte englne
#

£<IfModul e mod_rewrite, o
FewriteEngine On

# Adjust RewriteFase to whatever you need
RewriteBase /

# Uncomment to redirect domsins without "wwew” to the "www" subdomsin,
#Rewr] teCond FCHTTP_HOST? ! “wwwh, . +¢ [HCT
#Rew 1 teRule © http /s www, ZTHTTP_HOST ACREQUEST_URIZ? [R=341, L]

# Uncomment to redirect domains with "www” to the empty domsain,
#Rewri teCond XCHTTP_HOST? “www', ¢, +1% [HCT
#Rew1teRule ™ http /7% BREQUEST_URIZ? [R=341, L]

# Do not rewite reguests for static files or folders such a5 style sheets,
# images, movies or text documents, Do not add the URL suffix hers!
£FilesMatch "N Chiml phpl jsl cssl htcl pngl gi £l jpe?



gl icol xmll csvl txtl swfl £1vl mp3l mpdl webml ogvl eotl wof f1 sl L] pdfl gz " »
RewriteEngine Of f
£/FilesMatch:

# Further rewite rules here
#Rewrl telond FREQUEST_FILEHAME? ! -f
#Rewrl telond ZREQUEST_FILEHAME? ! -d
..

/I fModul e

#
# A 1ittle more securlty
#

# Frevent access to template fi1les
<FilesMatch "5, Ctpll html Sl xhtml 2 $" >
Order allow, deny
Deny from all
£/FilesMatch:

#
# Further header adjustments
#

<IfModul & mod_headers, ¢
# Add a Yary Accept-Encoding headsr for the compressed resources I you
# modify the rfile types above, make sure to change them here asccordi ngl u,
# devel oper, yahoo, comsperf ormancesrul es, bt ml #9z1 p
£FilesMatch "N, jsl cssl xmll gz $" >
Header append “ary Accept-Encoding
£/FilesMatch:
/I fModul e



