# Avold Using . htaccess fi1les Use the logic below 1n your vittual host file for 3 better m

# Turn on ' devel opment mode, Remember to comment the 11ne below doring productl on,
SetEnv APPLICATIOM_EMY "devel opment”

# Turn on URL rewlting
RewriteEngine On

#¥ou might need the 1ine below 1n 3 few-cases
#Rewr] tefase spathstossops

# Frotect hidden rfiles from being vicwed
<Files . #»

Order Deny, ALLow

Deny From ALL
£/Files:

# Fewlte Condltions »>»» [Use one of the two below, comment the ot herd

#:For small-medium trarfic sites
# Allow any files or directories that exist to be displayed directly Cnot tested for

RewriteCond %{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMES ! -1
RewriteCond ¥{REQUEST_FILEMAME: ! -d

#:For high volumes sites
# Selectively whitelist any files o directories to be displsyed directly
#Rewr1 teCond $1 ! °0C1ndext, phpil assets) [ a-z0-90-2—-_1+%, (1col gi fl pngl jpgl joegl html | pho

# Rewite Rule »>» [Use one of the two below, comment the other]
#:IT you use mod_pho
RewriteRule ™0, #)% index php/$1 [L, O5A1
#:If you use FastCeEl or fogld
#Rewri teRule 0, #1% 1ndex, php7 gl [L, 05A71 #For hosts with FastrGl

# Compress output Cdon't use this method for now’
# AddOut put F11terByType DEFLATE textshtml textsplain textsxml appllcationsjavascript appllc

# Apache Conflguratlon Suggestions from HSEP



#
# Better website experience for IE users
#

# Force the latest IE version, In warlous cases when 1t may rall back to IE7 mode

# github, com/rails/rallsscommi tr123eb258commi t comment —11 8928
# Use ChromeFrame 1f 1t's Installed for a better experience for the poor IE folk

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this headsr on +#ever
£FilesMatch "M, jsl cssl gi fl pngl jpef?
gl pdfl xmll ogal ogal mdal ogyl mpdl mdvl webml sval swigzl eotl tf1 ot fl wof f1 icol webpl appoachel mani festl
¥
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

# Javascript
#  Homalize to standard type (it's spiffed in IE anyways)

#  tools 1etf, orgshtml AFfod329%secti on-7 2

AddType applications javascript is

# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg gy
AddType wi deo/mpa mpe may
AddType wideo/webm webm

# 5vE

# Reguired for swg webfonts on 1FPad

#  twitter, comsFont5gul el /st at ussl 4655590545
AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webrfonts
AddType applicationswnd ms-fontobject eot
AddType applicationsx—font-ttf ttf ttc



HddType font/opentyp

=

AddType applicationsx—font-woff

# Hzsorted types
AddType imagesx-icon
AddType image/webp
AddType text/cache-m
AddType text/x-compo

AddType applicationsx-chrome-extension

ani fest
nent

AddType applicationsx-opera-extension

AddType applicationsx-xpinstall

AddType applicationsoctet-stream

ott
wof f

ico

webp

appcache manifest
htc

Crx

DX

xpl

safariextz

AddType applicationsx—web-app-mani f est+json webapp

AddType text/x-wvcard

<IfModul e mod_defl at

B, CF

wiof

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/ 261 8,1 2/ pushi ng—t

<IfModul e mod_sete
<IfModul e mod_he

nvif. o
aders, o>

SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodingl ®{15%1 “{1531 -{1532% "“((gzipl deflate)®

HAYE _Accept -Encodi ng

FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding

AT T Modul e
AT T Modul e

# HTHL, TXT, C55 JavasScript., J50M, XML, HTC:

¢IfModule filter_m
FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider

odul e

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

resp=Content-Type $text/himl
resp=Content-Tupe $text/css
resp=Content-Tupe $text/plain
resp=Content-Tuype $text/xml
resp=Content-Type $text/x-component
resp=Content-Tupe $applications javascript
resp=Content-Tupe $applications json
resp=Content-Tupe $applicationsxml



FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxbtml+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsrss+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsatom+:xml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsvnd ms-fontobject
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $imagesswg+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $image/x-icon
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsx—font-ttf
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $font/opentupe
FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

<A1 fModul e

£IfModule !mod_filter,
# Legacy versions of Apache
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applicationd json
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
AddOutputFilterBuTupe DEFLATE applicationxbtml+xml applicationdrss+xml applicationdator
AddOutputFilterBuTupe DEFLATE imagesx-icon imagesswg+xml applicationdwnd ms—-fontobject

fontsopentype
<A1 fModul e

AT Modul e

#
# Expires headers (for better cache controll
#

# These are pretty far-future expires headers,

# They assume you control versioning with cachebusting query params 11ke
# <script sre="application, jsTEA1600665"

# Additionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogsEAAGSAEY E3 vyl ng-r1 1 enames-dont —use-guerystri ngs

I} -

# I you don't use filenames to version, lows the C55 and JS5 to somsthing 11ke

# access plus 1 week” or 5o,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitelist expires rules? Ferhaps,



Expireshefaul t "access plus 1 month"
# cache, apprache needs re-requests 1n FF 3 6 (thanks Remy “Tntroduci ng HTHLE?

ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html
ExpiresByType text/himl "access plus A seconds”
# [ata
ExpiresByTupe text/xml "access plus A seconds”
ExpiresByTuype applicationdxml "access plus A seconds”
ExpiresByType applicationd json "access plus A seconds”
# Feer
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationsatom+xml "access plus 1 hour”
# Favicon (cannot be renamesd)
ExpiresByTupe imagesx-1icon "access plus 1 week"
# Media 1mages, wideo, audio
ExpiresByType imagesogif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (rcss35plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfonts
ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"
# 55 and Javascript



ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”

<A1 Modul e
#

# ETag removal
#

# FileFfTag Hone 15 not enough for every server
<IfModul & mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformances Ul s, [tml #et ags

FileETag Hone

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be awvailable under two di frerent URLS - especially not with

"

# without "www " at the beginning, since this can cause 5E0 problems (duplicate contentl,

# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# shorter URLs are sexier,
# no-www, orgsfag photg=cl as55_6

# Rewlte "www, sxampl e com - exampl e com”

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: //% B{REQUEST_URIF [R=381, L]
/I fModul e




# UTF-8 encodl ng

#

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-8 .css . js . xml . json . rss . atom



