#  BULLETFROOF . 52 WP-ACHIH SECURE . HTHLCLESS

# 00 HOT ADD URL EEWMRITING IH THIS FILE OF WORDFEESS WILL EBREAK
# RewriteRule 70, #1% - [F] works In Swp-admin without bresking WordPress
# RewriteRule . sindex, php [L] will bresk WordPress

# WPADMIN DENY BROWSER ACCESS TO FILES

# Deny Browser access to ASwp-admindinstall, php

# Use BPS wp-admin Custom Code to modi fysedi t/change this code and to save 1t permanently,
# Repl ace 86, 77 66, 55 with your current IF address and remove the

# pound sign # in front of the Allow from 1ine of code below to be able to access

# the swp-adminsinstall, php file directly from your Browset,

# BEGIN BFS WFADHIN DEHY ACCESS TO FILES
<FilesMatch "“(install®, phpa" >

Order ALLow, Deny

Deny from all

#A1low from 85 77 66, 55

£/FilesMatch:

# END BFS WFPADMIH DENY ACCESS TO FILES

# GEGIH OFTIUOHAL HP-ACHITH ACDI TIOHAL SECURITY MEASLURES:

# BEGIH CUSTOM CODE WFACMIH TOP
# Use BPS wp-admin Custom Code to modi fysedi t/change this code and to save 1t permanently,

# EHD CUSTOMN CODE WFACHIH TOF

# BEGIN EXAMFLE OF OPTIONAL.ADDI TIONAL SECURITY MEASLURES

# EXAMFLE WP-ADMIH DIRECTORY PASSWORD FROTECTION - . htpasswd

# Use BPS wp-admin Custom Code to modi fysedi t/change this code and to save 1t permanently,
# This code example from BEGIN EXAMPLE to EMD EXAMFLE 15 just an example of optional

# code that you could add to your wo-admin htaccess file 1n the CUSTOMN CODE WPADHIH TOF tex:
# THPORTANT: To setup Directory Password Protection use your web host control panel,

# This example code 15 just showing you what the code will look 1ike after you setup

# [irectory Password Protection using your web host control panel,

# HOTES: Adding Directory Fassword Frotection creates an additional password 1ogin

# to gain access to your wo-admin fol dersWordPress Login page.

# Users » wvisitors to your site will not be able to register or 1ogin to your site

# unless you give them the Directory Password Protection username and password,
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# rod Cgll Speclly J S1Mgle Speclr1in User Or Use ywygllo-User Lo gJilow g1l vgl1d

# user sccounts to be able to 1ogin to your site

# EXAMFLE:

#Aut hType basic

#Aut hiEroupFi e <devynul 1

#Aut hllserF1le spathstosprot ect eddserverdi rect orys, bt passwd
#Aut hHame " Password Protected Area”

#requi e user Johnbos

#requi e val 1 d-user

# EHD EXAMFLE OF OFTIONALSADDI TIOMAL SECLRITY HERSURES

# EHD OFTIONAL HP-ACMIH ACDT TTOMAL SECURI T HERSURES

# FEQLEST METHODS FILTERED

FewriteEngine On

RewriteCond #{REQUEST_METHOD: ™ TRACE|I DELETEI TRACKI DEBUG) [HC]
RewriteRule “C, #2% - [F]

# BEGIH CUSTOM CODE WFADMIN FLUGIMAFILE SKIF RULES

# To add wp-admin plugin skip/bypass rul 65 use BPS wp-3dmin Custom Code

#If 3 pluginis calling 3 wp-admin file in a way that 1t 15 being bl ocked:forbi dden
# by BF5 you can whitelist that file name by creating a skip rule for that file
#

# Example: skipsbypass rule for the admin-ajax php file and post, php file

# Rewrl teCond ZCREQUEST_LIRTF  admi n-ajax'. phpl postt, phpt [HCT

# RewriteRule . - [5=2]

#

# The [5] flag 15 used to skip followling rules Skip rule [5=2] will skip 2 followlng Rew
# The =skip rules MUST be 1n descending consecutive number order: 4 3 2.,

#If you add & new skip rule above skip rule £ 1t will be skip rule 5 [5=3]

#

# Example: Multiple skip rules In descending consecutlve number order,

# Yoast Facebook Openbraph wp-admin plugin skipsbypass rul &

# Rewrl teCond ZCOUERY_STRIMG! page=wpseo_socl 5l #key=C, 1 [HCT

# RewriteRule . - [5=3]

# skipsbypass rule for the admin-ajax php file and post, php file

# Rewrl teCond ZCREQUEST_LIRTF  admi n-ajax'. phpl postt, phpt [HCT

# RewriteRule . - [5=2]

#



# EHL CUSTUN CODE WFACITH FLUGTHAFILE SKIF FULES

# DEFAULT WHITELIST SKIF RULE FOR WP FRESS THIS
FewriteCond ¥{REQUEST_URIY ¢press-thish, phpy [HCI

RewriteRule .

- [5=11]

# BEGIHN BFSUSE-check BFS OUERY STRIMG EAFPLOITS AMD FILTERS

# WORDFEESS WILL BREAK IF ALL THE BFSUSE FILTERS ARE DELETELD

# Use BFS wp-admin Custom Code to modi fusedi t/change this code and to save 1t permanently
RewriteCond #¥CHTTP_USER_AGEMTI ¢ #BAI #¥8DI %271 ¥3C1 ¥3E1 ¥A8) [HC, OR]

RewriteCond #CHTTP_USER_AGEMTI €11 buwww-

perl| wget! pythonl niktol curll scanl javal winbttpl HTTrackl clshttpl archiver! 1oader| emaill harvestl

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#{THE_REQUESTY
#{THE_REQUESTY
#{THE_REQUESTY
#{THE_REQUESTY
HREQUEST _URT
#HTTP_REFERERZ
#HTTP_REFERERZ
#HTTP_REFERERZ
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG

AT Nl EZad +0EZAH WS4 EZAN S N SHEZEH] AN SHEZAH S+ HTTPC: A1 A0
etc/passwd [HC, ORI

cgl-bin [HC, OR]

CEAAN EEDY [HC, OR]

awsswis, dll [HC, OR]

CEBAL #ADN F271 301 ¥3El ¥PEy [HC, 0R]

Y, opendi rviewerh, [HC, ORI

usersh, skuyneth, be, % [HC, ORI

[a-zA-Z8-9_1=http: // [HC, OR]

[a-zA-28-9_1=C%, 5\, #7702+ [HC, OR]

[a-zA-28-9_1=/([a-zB-9_, 1//%2+ [HC, OR]

Y=PHPL B-9a-f1{83-[ B-9a-f1{di-[ B-9a-f1{di-[ B-9a-f 1 {43 -[ B-9a-f1{l:
CNG N S EZed2ed2l ] B2ek2es I N N RET] E2e, E2T E2eN, FI N, E2ed2f N, E2ey
ftp4: [HC, OR]

https: [HC, OR]

httpsh: [HC, ORI

=8 whl [HC, OR]

“CLo#fsel 0, )% [HC, ORI

(. #)cPath=http: /40, )% [HC, OR]

O] BACY, #script, #08x] B3EY [HC, ORI

C4l 3007 s+ +oript, =0 ¥3E) [HC, OR]

O] BACY, #1frame, =03x] B3E) [HC, ORI
C4LEICICL™ 1T #i+frame, =] ¥3E) [HC, OR]

basebd_encode, #\(, 5\ [HC, OR]

basebd_tenl deycodel " 1+%([ "2 1%4) [HC, OR]
GLOBALSC = SO NELB-9A-2148, 23y [OR]
_REQUESTC =1 SO NELB-9A-2148, 23 [OR]

“oiNCI N <] F, % [HC, OR]

CHULLI QUTFILEl LOAD_FILEY COR]



RewriteCond #COUERY_STRIMGY o, €1, 3/ +(motd etcl bind [HC, OR]

RewriteCond #COUERY_STRIMGY (local hostl loopbackl 127, @, 8%, 1) [HC, OR]
RewriteCond #COUERY_STRIMGY C<l:1" 1 #BAI ¥ADI #271 %301 %3E1 ¥88) [HC, OR]
RewriteCond #COUERY_STRIMGY concatl ™%CIsM( [HC, ORI

RewriteCond #OUERY_STRIMGY unioni[“sl#s)+elect [HC, OR]

RewriteCond #COUERY_STRIMGY unioni[“al#a)+l1C["sl#s)+elect [HC, OR]
RewriteCond #COUERY_STRIMGY ;1 <lx1" 1" 8D %BA1 20800 $221 271 %30l %3E %0, *
/¢l unionl selectl insert| dropl del etel updatel castl createl charl convertl alterl decl arel order| sct
[HC, OR]

FewriteCond #{OUERY_STRIMGY (sp_executesgl) [HCI

RewriteRule ™C, #)% - [F]

# END BFSQSE-check BPS QUERY STRIMG EXFLOITS AHD FILTERS



