# Apache Server Configs w2 2 A1 MIT License
# https: ssgl thub, comshsbpsserver-conf] gs-apache

#
# CORS-enabl ed 1mages
#

# Send the CORS header for 1mages when browsers reguest 1t

# https: ssdevel oper, mozi 113 orgsen-Ussdocs/HTHL CORS_Enabl ed_Image

# httoe s7b1og, chroml um orgs 261 17877 us ng-cross-domal n-1 mages—1 n-webgl -and, ftml

# httor /rhacks mozilla orgs2611.117usi ng-cors-t o-1 0ad-webgl -t ext ures-from-cross—domal n-
1mages:

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svwgz?l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# Webfont access
#

# Allow access to web fonts from all domal ns,

<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl ttlcf Il wof fag"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

#
# Internet Explorer
#

# Force IE to render pages 1n the highest available mode 1n the wvari ous
# cases when 1t may not: httpe A7hsivonen 1k1, 1/ doct ypes1 e-mode, pdf,



<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# 'mod_headers' can't match based on the content-type, howsver, we only
# want to send this headsr for HTHL pages and not for the other resources
£FilesMatch "M, (appcachel crxl cssl curl eotl gi f1 htel icol jpe?
gl jsl mdal mdwl mani festl mpdl oexl ogal oggl ogyl opusl ot fl pdfl pngl saf ariextzl swgz?
[ L1171 wcfl webappl webml webpl wof f1 xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

#
# FProper MIME type for all files
#

£<IfModul e mod_mime, c»

# Audi o
AddType audi o/ mpa mda fda fdb
AddType audiofogg 0Ja 0gg opus

# Data 1nterchange
AddType applications json Jjson map
AddType applicationsld+json jsonld

# Javascript
# Hormallze to standard type (it's spiffed in IE anyways).!

AddType applications javascript is

# ¥ideo

AddType wi deo/mpa fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideosx-f1w flw

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot



# Browsers ususlly 1gnore the font FIFE types and s1imply sniff the bytes to r1gure out

the font type

# Chrome howsver, shows 3 warnimng 1 any other MIFE types are used for the followl ng

fornts,
AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f
# Make SYGE fonts work on 1Pad:
AddType 1 mage/ svg+xml A el
AddEncoding gzip SWOZ
# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension QB
AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpl
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType imagesx-icon cur
AddType text/cache-manifest appcache manifest
AddType textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof

</1fModul e

#

# UTF-8 encodl ng

#

# Use UTF-8 encoding for anything served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for a number of fi1le formats

<IfModul e

mod_mi me. c

AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
</1fModul e




# Start rewlte englne
#

# Turn on the rewte engl ne
£IfModule mod_rewrite. o
Options +FollowSumlinks
# Options +5ymlinksIFOwnetat ch
RewriteEngine On
# RewrlteFase /
<A1 fModul e

# rewlte www domain com to domaln com
£IfModule mod_rewrite. o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URIF [R=381, L]
<A1 fModul e

#
# Fedirects
#

# <IfModul & mod_rewits cx
# Rew1 teEngi ne On
# Rew1teCond ZCHTTP_HOSTE “product eur-sdepoul et, armystaget, com [HCT
# RewiteRule ¢, #1 httpr /7w product eursdepoul et armyst age, coms$l [L, R=3A17
<1 FHodul g

# Redirect 361 Scourtystd http: ssottswafri nge, comswhat s—onsfri nge-court yard

# ErrorbDocument G6< 764, f[tml

#

# File access
#

# Block access to directories without 5 defaul t document

<IfModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e



# Block access to hidden files amd directories

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by =some
# text editors and can pose 3 securlty risk when anyone has access to them,

# http A/ feross orgsomspl of tr

# THPORTANT: Llpdate the ~<Filestatch:  regular expression from below to 1nclude
# any riles that might end up on your production serwver and can expose sensitive
# information about your website, These files may 1nclude: configuration files,
# riles that contain metadata about the project (e g project dependenciesd,

# build scripts, etec..

£FilesMatch "C™#, =# %, (bakl configl distl flalinfcill 1ogl psdl shl sqll swlopl 2l "2 g"

# Apache « 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

</FilesMatchs
B B B B R R

# # WEE FERFURMAHCE
S B R




Compress1 on

#
#
<IfModul e mod_deflate, o>

# Force compression for mangl ed headers,
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Compress all output 1abeled with one of the following MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable "mod_filter’
and ' AT Modul &' 11n0es
# a5 "AddOutputFilterByType’ 15 still in the core directives),
# <IfModul e mod_rilter, c:
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript

1

# and can remove the 'IfHodul e mod_filter, o

applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/shtml 5
text/plain &
text/ x—component
text/xml

# <71 FHodul e

<A1 Modul e




# ETag removal
#

# Since we're sending far-ruture explres headers (see belowr, ETags can be removed

<IfModul & mod_headers, ¢
Header unset ETag
AT Modul e

FileETag Hone
#

# Explres headers (for better cache controlld
#

# The following expltes headers are set pretty fa in the future If you don't
# control wersioning with r1lename-based cache busting, consider 1owering the
# cache time for resources 11ke C55 and J5 to something 11ke 1 week,

<IfModul e mod_expires, o

ExpiresActive on

Expireshefault "access plus 1 month"
# [55
ExpiresByTupe text/css "access plus 1 year”

# Data I1nterchangs

ExpiresByTupe application json "access plus A seconds”
ExpiresByTupe applicationsxml "access plus @ seconds”
ExpiresByTupe text/xml "access plus @ seconds”

# Favicon Ccannot be renamed!

ExpiresByTupe 1image/ x-1icon "access plus 1 week"

# HTAL components (HTCSD
ExpiresByTupe text/x-component "access plus 1 month"

# HTHL
ExpiresByTupe text/himl "access plus @ seconds”



# Javascript
Expi resByType

application/ javascript

# Manifest files

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe

# Medi s

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web feeds
ExpiresByTupe
ExpiresByTupe

# Web fonts

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

<A1 FModul e

text /cache-mani fest

audi o/ ogg
image/gif
image/ jpeq
image/ png
wi deos mpd
videos ogg
videos webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdfont-woff2
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

i mage/ svg+xml

"access

"access

"access

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access
"access

"access

plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 hour"
plus 1 hour"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



