# BEGIH WordFress

# EHD WotrdFPress

#E#E TURN ON FHP ERROR LOGGIHG

php_flag log_errors on

php_flag displ ay_errors of f

# php_wvalue error_log spath_to_wp_rootserrorsspho_error 1og
php_value error_reporting -1

B B B B B B B

# Modi f1cations based on recommendations from Smashl ng Hagazine

# htto sF i, smashl nomagazi ne, coms 281 4786,/ 25 how-t o-speed-up-your—wordoress—websi t e
B B B B B B B

<IfModul e mod_rewrite, o

#AHE BLOCK CONTENT SCRAFERS AHD HOT LIHES
#Uht to S, smashl nomagazi ne, coms2A1 ACa70 Al A1 A-usef ul —wordpress-secur ty-twesk s

# Repl ace fmysite coms’ with yowr b1og orl
#Rewr] teCond ZTHTTP_REFERER: ! “http: /70, + 3 7mysite coms [HCT
FewriteCond ¥C{HTTP_REFERERY ! "%

# Repl ace s1magessnobotlink, jpg with yowr “don't hotlink” 1mage orl
#Rewrl teRul & . # ( jpe?gl gi 1 bmpl pngl $ <1 mages nohotl1nk, jpg [LT

#AHE BLOCK SCRIFT THJECTIONS
#Uht to S, smashl nomagazi ne, coms2A1 ACa70 Al A1 A-usef ul —wordpress-secur ty-twesk s

Options +FollowSumlinks

RewriteCond ¥{OUERY_STRIMGY < #30C), #script, =0 ¥3E) [HC, OR]
RewriteCond ¥{OUERY_STRIMGY GLOBALSC=I[1 #LA-9A-Z11{A, 23 [OR]
RewriteCond #¥{OUERY_STRIMGY _REQUESTC=ICI ¥[B-9A-F14{A, 232
RewriteRule ™0, #)% index. php [F,L]

AT Modul e

<IfModul e mod_defl ate, ¢
###ft GETF COMPRESSTOH
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# LOLLLE 7 Wi, SIS TIgmaggsl e, GOy SEL < B10y 200 IO =L O=S 80 —Up—ooUr —wor Gpr EsS—welsl ey J

AddOutputFilterBuTupe DEFLATE text/plain

AddOut putFilterBuTupe DEFLATE text/html

AddOut putFilterBuTupe DEFLATE text/xml

AddOut putFilterBuTupe DEFLATE text/css
AddOutputFilterBuTupe DEFLATE text/js
AddOutputFilterBuTupe DEFLATE text/. min css

AddOut putFilterBuTupe DEFLATE text/swg

AddOut putFilterBuTupe DEFLATE applicationsxml

AddOut putFilterBuTupe DEFLATE applicationsxbtml+xml
AddOut putFilterBuTupe DEFLATE applicationsrss+xml
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applicationsx-javascript

# Insert filter
SetOutputFilter DEFLATE

# Don't compress 1mages

SetEnvI fHoCase Request_URI %, C7 gifl jpe?gl pngd$ no-gzip dont-wary

# Make sure proxies don't deliver the wrong content
Header append Yary User-Agent env=! dont-vary
<STFModul e

#aet BROWSER CACHIMG Chttp: /7w, smashi nomagazl ne coms 268l 4486, 25/ fiow-t o-speed-up-your-
wordpress—websi t el

# associate . js with “textsjavascript” type (1f not present 1n mime confi

AddType text/javascript . js

#aet COMFTGURE mod_expl res
#rhttp Aokt tpd, apache, orgldocssZ Z0modsmod_expl es, html

ExpiresActive On

Expireshefault "access plus 1 second"

ExpiresByType imagesx-icon "access plus ZE920AR seconds”

ExpiresByTupe images jpeg "access plus 2692808 seconds”

ExpiresByType image/png "access plus 269ZARA seconds"

ExpiresByType imagesqif "access plus 269ZAFA seconds"

ExpiresByTupe applicationdx-shockwave-flash "access plus 2692808 seconds"
ExpiresByTuype text/css "access plus 2692808 seconds”



ExplresBylype text/sjavascript “access plus ZbY928EH seconds”
ExpiresByTupe applicaitondx-javascript "access plus 2692808 seconds”
ExpiresByType textihtml "access plus BAR seconds”

ExpiresByType appliactiondxhtml+xml "access plus 6EA seconds"

# COMFIGURE mod_headers
# UEL: httpe ~7httpd apache orgsdocsszZ Z7modsmod_headers, [itml

£FilesMatch "N, Cicol f1wl jpgl jpeqgl pngl gi f1 swfl mpegl wavl mp3l wmal mpgl cssl js1 4"
Header set Cache-Control “max-age=26928688, public"
£/FilesMatch:

£<FilesMatch "N, CxPhtml 7l phpr "
Header set Cache-Control “max-age=688, priwvate, must-revalidate"
£/FilesMatch:

Header unset ETag
Header unset Last-Modified
Header set Connection keep-aliwve



