#
# 1 File access /
#

# Block access to directories without 5 default document,
£l fModule mod_autol ndex, o

Options -Indexes
<A1 fModul e

#
# | Server-side technol ogy 1nformation /
#

# Remove the X-FPowered-By response header that:

# 15 set by some frameworks and server-side 1anguages
(e g HSF HET, PHF3, and its walue contalns 1nformation
about them (e g @ thelr name, version number)

# doesn't provide any value to users, contributes to header
blpat, and in some cases, the Information 1t provides can
expose vulnerabi 1111 es
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<IfModul e mod_headers, o
Header unset X-Powered-By
< I T Modul e

#
# | Server software 1nformation /
#

# Frevent Apache from adding & tralling footer 11ne contal nd g

# Information about the server to the server-generated documents

# (e g ertor messages, directory 11stings, eteo

#

# https: </ httpd apache. orgsdocsscurrent smodscore, html #serversi gnat ure

ServersSignature OFf
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#
# | Compression /
#

<IfModul e mod_deflate, o

# Force compression for mangled Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-£5661, html

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“({gzipl deflaterhss, Pvs=)+ [X"-1{4, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the followimg media types,

#

# 010 For Apache wersions below version 2 3 7 you don't nesd to

# enable “mod_filter’ and can remove the <IfModule mod_filter, c»’

# and “<s/IfModuler” 1ines as AddOutputFilterByTuype’ 1s still in

# the core directives,

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

IfModule mod_filter, c

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json”
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &



“applicationdvnd ms-tfontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani f est+json" A
“applicationsxhtml+xml” %
“applicationsxml" %
“fontseot" &
“font/opentype” A
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A
“text/html" N
"text/ javascript" A
"text/plain" A
“textsvcard” N
“text/vnd rim location, xloc" %
textsvtt" A
"text/x-component” A
"text s/ x-cross-domal n-policy” &
"text s xml”

/I fModul e

# Map the followimg f11ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! ).

#

# If these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g :
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </ httpd apache orgsdocs:s curtent s mods mod_mi me, bt ml #addencodl ng

£IfModul e mod_mime. >
AddEncoding gzip SWOZ



AT Modul e

AT Modul e

#

# /| ETags /
#

# Remove ETags as resources are sent with far-ruture explres headers,
#
# https: 7rdevel oper, yaboo, comsper Tt ormancesul es, At ml #et ags

U b T}

# https: #/tools 1etf, orglhtml Arfc7238fsect on-2 3
# FileFTag Hone doesn't work in 3ll cases,
<IfModule mod_headers, c

Header unset ETag
<A1 fModul e

FileETag Hone
#

# | Expitres headetrs /
#

# Serve resources with rfar-future expl res headers.

#

#0130 If you don't control versioning with f11ename-based

# cache busting, you shoul d consider 1owering the cache times
# to something 11ke one wesk,

#

# https: </httpd apache. orgsdocsscurt-ent S modymod_expl res, html

<IfModul e mod_expires, o

ExpiresActive on
Expireshef aul t “access plus 1 month"

# 55

ExpiresByTupe text/css “access plus 1 year”



# Data 1nterchange

ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByType applicationd json "access plus A seconds”
ExpiresByTuype applicationdld+json "access plus A seconds”
ExpiresByTupe applicationsschema+json "access plus A seconds”
ExpiresByTupe applicationdwnd, geo+json "access plus A seconds”
ExpiresByTuype applicationdxml "access plus A seconds”
ExpiresByTupe text/xml "access plus A seconds”

# Favicon {(cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. microsoft, icon "access plus 1 week"
ExpiresByTupe imagesx-1icon "access plus 1 week"
# HTHL
ExpiresByType text/himl "access plus A seconds”
# JavaScript
ExpiresByTupe application/ javascript "access plus 1 year”
ExpiresByTupe applicationsx-javascript "access plus 1 year”
ExpiresByType text/javascript "access plus 1 year”

# Manifest riles
ExpiresByTupe applicationdmani fest+json "access plus 1 week"
ExpiresByTupe applicationdx-web-app-manifest+json  "access plus A seconds"

ExpiresByType text/cache-manifest "access plus A seconds”

# Media riles

ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe imagesbmp "access plus 1 month"
ExpiresByType imagesogif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"



ExpiresByTuype imagesswg+xml " access
ExpiresByType image/webp " access
ExpiresByType wvideosmpd " access
ExpiresByType wvideosogg " access
ExpiresByType wideoswebm " access

# Web fonts
# Embedded OpenType ©EOT)
ExpiresByTupe application/vnd ms-fontobject N

ExpiresByType font/eot " access

# LpenType
ExpiresByType font/opentype " access

# TrusType
ExpiresByType applicationdx-font-ttf " access

# HWeb Opernn Font Format CHOFFG 1, 8

ExpiresByType applicationsfont-woff " access
ExpiresByTuype applicationdx-font-woff " access
ExpiresByType font/woff " access

# Web Opern Font Format CHOFFG Z 8

ExpiresByTuype applicationdfont-woffZ2 " access
# Other
ExpiresByType text/x-cross-domain-policy " access

AT T Modul e
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