Options -Indexes

<IfModul e headers_modul e

Send X-Content -Type-0ptions to prevent MIHE-Type confusion

Header alwaus add X-Content-Type-Options "nosniff"

Send X-Frame-0Options to prevent Cl1ckJacking attacks

Header alwaus add X-Frame-Options "DEHY"

AT FModul e

<IfModule phpS_modul e

# Set session cookie to use HttpOnly, which 15 more secure

php_value session, cookie_httponly true
<SIfModul e
£FilesMatch "N, Cphpl loga g
Order Deny, ALLow
Deny from all
# Allow only from 1ocal host
Allow from 127 8 8,1
Allow from localhost
Allow from ::1
£/FilesMatch:
£FilesMatch "index php":
# Allow viewlmg Index php
Order ALLow, Deny
Allow from all

£/FilesMatchs

£FilesMatch "style, php":



# Allow retrieving style
Order ALLow, Deny
Allow from all

</FilesMatch:
<FilesMatch "query_":
# Allow queries

Order ALLow, Deny
Allow from all

£/FilesMatch:
£FilesMatch "setup, php":
# Allow =setup

Order ALLow, Deny
Allow from all

£/FilesMatch:
£FilesMatch "tmp, php":
# THF

Order ALLow, Deny
Allow from all

</FilesMatchs

# Hide PHP Ertors

php_flag display_startup_errors of f
php_flag display_errors of f
php_flag himl _errors of f



