# Use UTF-3 encoding for anything served as text/html or “textsplain’,
AddDef aul tCharset utlf-3

# Force UTF-8 for certain file formats,
£l fModule mod_mime, c>

AddCcharset utf-8 . atom . css . j5 . json . rss ., wit | webapp . xml
<41 fModul e

# EEDIRECT FRYILCOM IC0O

#<1 rmodul & mod_rewl te, c:

#  Rewrl teEngl ne on

# RewriteCond ZCREQUEST_LRIZ ! “/favicon', 1co [HCT

# RewriteCond XCREQUEST_LRIF favicont. Ico [HCT

# RewrlteRule ¢, =1 httpe s71nursing fr/sfavicon 1co [R=3A1, L]
#</1 Fmodul e

# Force IE to render pages 1n the highest available mode 1n the wari ous
# cases when 1t may not
<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ can't match based on the content-type, however, we only
# want to send this header for HTAL pages and not for the other resources
£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl ot fl pdfl pngl saf ariextzl swgz?
[ t171 wefl webappl webml webpl wof £l xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#

# 1 File access

#

# Block access to directories without 5 default document,

# Usually you should 1eave this uncommented because you shoul dn't allow angone
# to surf through every directory on yowr server (which may 1ncludes rather

# private places 1ike the CHS' =5 directorl ess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes

AT S kA T o



LT IadUL Ex

# prevent httpd from serving dotfiles (, htaccess, , swvn, o git, eteo
RedirectMatch 483 /.. =%

# Block access to hidden riles and directories,

# This 1ncludes directories used by wersion control systems such as Git and 59K,

#<I MModul & mod_rewl te c:

# Rewri telond XCSCRIPT_FILEMAME? -d [OR]T
# Rewr] telond ¥CSCRIFPT_FILEMHAME? -f

# RewriteRule "7 /2% " - [F]

#T FHodul e

# Used to create the "pretty URLsS"
<IfModule mod_rewrite,
# use mod_rewite for pretty URL support
RewriteEngi ne on
#If 3 directory o a file exists, use the reqguest directly
RewriteCond %{REQUEST_FILEMAMEY ! —f
RewriteCond %{REQUEST_FILEMAMEY ! -d
# Otherwl se forwsrd the reguest to 1ndex, php
FewriteRule . index php
</ 1 fModul e

# FBlock access to backup and source f11es,
# These files may be 1eft by some text editors and can pose a great securlty
# danger when anyone has access to them,

£FilesMatch "C™#, =# %, (bakl configl distl flalincl inil jgll logl psdl shl sqll swlopd ] ™2 g"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

#

# | Compression /



<IfModul e mod_deflate, o
# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydn/post s/ 261 8.1 27 pushil ng-beyond-gz1 ppi ng
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e
# Compress all output 1abeled with one of the following MIHE-types
# (for Apache wversions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter, cx’ and "</ fModul ex” 11nes
# a5 AddoutputFilterByType’ 1s still in the core directives),
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component
text/xml
/I fModul e
/I fModul e

#
# | Content transformations /
#




# Frevent some of the mobile network providers from modi fying the content of
# your siter httpe 7w w3 orglProtocol s/rfc26] B folel 6-5ec] 4 html #5ecl 4, 9, 5
<IfModule mod_headers, c

Header set Cache-Control “no-transform”
<SIfModul e

# to uypset the wp-conflg hack
Redirect 3681 fwp-config php http: /Awww, Thi, gow!

# BLACK LIST CERTAIH 5FIDERS

FewriteEngine On

RewriteCond #{HTTP_USER_AGEMTY "Bl acklkidow [OR]
FewriteCond #¥{HTTP_USER_AGEMTY “Both mailtor craftbot@yahoo, com ORI
RewriteCond #CHTTP_USER_AGEMTY “ChinaClaw [OR]
RewriteCond #CHTTP_USER_AGEMTY “Custo [OR]
RewriteCond #CHTTP_USER_AGEMTY “DISCo [OR]
RewriteCond #¥CHTTP_USER_AGEMTY “Downloady Demon [OR]
RewriteCond #CHTTP_USER_AGEMTY “eCatch [OR]
RewriteCond #{HTTP_USER_AGEMTY “EirGrabber [OR]
RewriteCond #CHTTP_USER_AGEMTY “EmailSiphon [ORI
RewriteCond #CHTTP_USER_AGEMTY “Emailllolf [ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Expresss kebPictures [0OR]
RewriteCond #¥{HTTP_USER_AGEMTY “ExtractorPro [OR]
RewriteCond #CHTTP_USER_AGEMTY “EueMetIE [OR]
RewriteCond #CHTTP_USER_AGEMT “FlashGet [OR]
RewriteCond #CHTTP_USER_AGEMTY “GetRight [OR]
RewriteCond #CHTTP_USER_AGEMTY “Getleb! [OR]
RewriteCond #CHTTP_USER_AGEMTY “Go! 2illa [OR]
RewriteCond #{HTTP_USER_AGEMT} “Go-Ahead-Got-It [ORI
RewriteCond #{HTTP_USER_AGEMTY “GrabMet [OR]
RewriteCond #CHTTP_USER_AGEMTY “Grafula [OR]
RewriteCond #CHTTP_USER_AGEMTY “HMView [OR]
RewriteCond #CHTTP_USER_AGEMTY HTTrack [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Image Stripper [0OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Image Sucker [0OR]
RewriteCond #¥CHTTP_USER_AGEMTY Indy' Library [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “InterGET [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Interneth Minja [ORI
RewriteCond #CHTTP_USER_AGEMTY “JetCar [OR]
RewriteCond #CHTTP_USER_AGEMTY “JOC% Leb' Spider [OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:

- “larbin [OR]

- “LeechFTP [OR]

- “Mass\ Downl oader [OR]
- “MIDownt tool COR]

- “Misterh PiX [ORI

- “Mawroad [OR]

- “HearSite [OR]
 “MetAnts [OR]

- "MetSpider [OR]

- "Heth Wampire [OR]

- “MetZIP [OR]

+ "Octopus [OR]

- "Offlines Explorer [OR]
- "Offlines Mavigator [OR]
. "PageGrabber [0R]

- "Papat Foto [OR]

- “pavuk [OR]

- “pcBrowser [OR]

- “Real Downl oad [OR]

- “ReGet [OR]

- "5iteSnagger [OR]

- “SmartDownl oad [OR]

. "SuperBot [OR]

- "SuperHTTP [OR]
 “Surfbot [OR]

- “tAkelut [OR]

- "Teleporth Pro [OR]

- “WoidEYE [OR]

- “lleby Imageh Collector COR]
- “Webh Sucker [OR]

- “WebAuto [OR]

- “lebCopier [OR]

- “WebFetch [OR]

- “WebGoy IS5 [OR]

- “WeblLeacher [OR]

- “llebReaper [OR]

- “lebSauger [OR]

- “Hebsites extractor [OR]
- “Hebsited Quester [OR]
- “lebStripper [OR]

- “Weblhacker [OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

“ % - [F, L]

“WebZIP [OR]

“Wget [OR]

“Widow [OR]

“WLWOFFLE [OR]

“waldon kebSpider [0ORI
“feus



