# External Hetwork Hocess

Allow from ALl

# Set Security Option

# 01 sable D rectory-L15t1mg

Options -Indexes

# Implement Option HttpOnl ysSecure for Cookles (Secure works only 17 page 15 under
httpsy !

Header edit Set-Cookie ™0, =) $1:HttpOnly

# "Pragma: " 1s deprecated, use "Cache-Control:

Header unset Pragma

# Suppress Header-Information

Header unset X-Powered-By

# Set Default Encoding to UTF-8

£FilesMatch "N, Chimll cssl jsl phpl mapl wof £l wof f2)§"
Addbhef aul tCharset UTF-5
Defaul tLanguage en-U3

£/FilesMatch:

# Festrict Server PHP-FI1e Access

¢FilesMatch "5, ="
Order Deny, ALLow
Deny from ALL
£/FilesMatch:
£FilesMatch ", Cossl jsl mapl wof fl wof f21 icaol svgl pngl jpgl tflgifag" s
Allow from ALl
£/FilesMatch:
£FilesMatch ""(indexh, phpl piwik®, phpl robot sy, txta g
Allow from ALl
£/FilesMatch:

# Rewite settings

FewriteEngine On

A M mim = = IN/N/NE



# CUFCE HiE
#Rewrd teCond ZTHTTP_HOSTH ! “www', domain', de [HCT

#Rew1 teRule 7, #1% http /7w, domal n, desgl [R=361, L]

# Force 550
#Rewr] teCond ZSERYER_FORT? &6
#Rewr] teRule 70, 1% Rttos: 22w, domsin, desgl [R=381, L]

# Flatform Root:

RewriteBase /

FewriteRule “indexh, phpd - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]

# Cache settings

# Header set Cache-Control "max-age=668, private, must-reval 1 date”
# Mo ETag
£FilesMatch "N, Caifl jpal jpedl pngl swfl cssl jsl html 70 xmll txt] icol wof f1 wof £ 21 map) $" >
FileETag none
£/FilesMatch:
# 458 weeks
£FilesMatch "M, Cicol pdfl f1vl jpgl jpeqgl pngl gi f1 cssl swfl wof f1 wof £ 21 map) $" >
Header set Cache-Control "max-age=£983A4808, public, must-rewvalidate”
£/FilesMatch:
# 7 DAYS Js + cTag
£FilesMatch "M, Cjsig"s
Header set Cache-Control “max-age=6B43868, public, must-revalidate”
£/FilesMatch:
# 2 DAYS
¢FilesMatch "%, Cxmll txtd g
Header set Cache-Control “max-age=1728868, public, must-revalidate”
£/FilesMatch:
# 2 HOURS
<FilesMatch "% Chimll htmy ">
Header set Cache-Control “max-age=7288, public, must-revalidate"
£/FilesMatch:

# Compress everythi ng except 1mages



# Insert filter
SetOutputFilter DEFLATE

# Hetscape 4 x has some probl ems, ..
BrowserMatch “Mozillasd gzip-only-text/himl

# Hetscape 4 B6-4, 85 have some more probl ems
BrowserMatch “Mozillasdh, BLETE] no-gzip

# M5IE masquerades a5 Hetscape, but 1t 15 fine
BrowserMatch “bMSIE ! no—gzip ! gzip-onl y-text/html
# Don't compress 1mages

SetEnvIfHoCase Request_URI

W, 07 gl fl jpetal pngl swfl f1v)$ no-gzip dont-wary

# Make sure proxies don't deliver the wrong content
Header append Yary User-Agent env=! dont-wvary
Header append “ary Accept-Encoding



