#

# | CORS-enabl ed 1mages

#
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "N, Caiflicol jpe?al pngl svaz?l webp) "
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#

# | Web fonts access

#
<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl font, cssl otfl ttel tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#

# 1 984 error prevention for non-existing redirected fol ders
#

Options -Multiviews

#

# | Force IE to rendesr pages in the highest available mode in the varl ous
#

<IfModul & mod_headets, c

Header set X-UA-Compatible "IE=edge”

£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl ot fl pdfl pngl saf ariextzl swgz?
[ t171 wefl webappl webml webpl wof f1xmll xpi 2" >

Header unset X-UA-Compatible

£/FilesMatch:

<A1 fModul e

#

# 1 Froper MIFE types for all files

AL



<IfModul e mod_mime, o>

AddType audi o/ mpa mda fda fdb
AddType audiofogg oga o0gg

AddType applications javascript is

AddType applications json json

AddType wi deo/mpa mpd mdy fdv fdp
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideosx-f1w flw

AddType applicationsfont-woff wof f

AddType application/vnd ms-fontobject eot

AddType applicationsx—font-ttf tto ttf

AddType font/opentype oLf

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o

AddType applicationsx-opera-extension Qe

AddType applicationsx-shockwave-T1ash suf

AddType applicationsx-web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpi

AddType applicationsxml atom rdf rss xml
AddType image/webp webp

AddType image/x-icon ico

AddType text/cache-mani fest appcache manifest
AddTupe textswit wit

AddType text/x-component htc

AddType text/x-wvcard wiof

<A1 FModul e

# | UTF-8 encodimg /



#

AddDef aul tCharset utf-5
<IfModul e mod_mime. c»

#

AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
</1fModul e

# 1 Rewrite engine /

#

<IfModul e mod_rewrite, o

# Enable URL rewriting

FewriteEngine On

# Change this path, 1f your TYPO3 1nstallation 15 located In a subdirectory of the

weh=ite root,

#Rewr] t efase

RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule ™, +3% Chd+dh, Cphpl jsl csslpngl jpgl gifl gzipe d $1. %3 CL]
FewriteRule “fileadmin/c. /27 _recycler_s - [F]
FewriteRule “fileadmin/templ ates/. (%, txtlh ts)g - [F]
FewriteRule “typo3conf/exts/["/]1+/Resources/Private’ - [F]
FewriteRule “Ctypo3/sl t3libs| fileadmins| typodconf /| typo3temps/| upl oads/| favicons, ico) -
[L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond #¥{REQUEST_FILEHAMEY ! -1
FewriteRule . # index php C[L]
/I fModul e
#
# | Block access to directories without 5 default document, /
#

<IfModul & mod_aut ol ndex, o

Options -Indexes
</1fModul e




I}

# | Block access to hidden files and directories /
#
£IfModule mod_rewrite, o
RewriteCond ¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /M " - [F]
<A1 fModul e

#

# | lock access to backup and source £11es, /

#

¢FilesMatch "C7#, =# %, Cbakl, tslconfigl distl flalinclinil logl psdl shl sqll swCopd ] ™2 g"
Order allow, deny

Deny from all
Satisfy ALl
£/FilesMatch:

| Compression |

R W

<IfModule mod_deflate, c
IfModule mod_setenvif. c
<IfModul & mod_headets, c
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodingl X153 “{153] -{1532 %
“rigzipl deflatertss, Ths#1+ [X™-1{4, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ozip, deflate” enw=HAVE_RAccept -Encoding
<A1 fModul e
<A1 fModul e
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml
applicationdxml *
fontsopentype M
images svg+xml
images x—icon M



AT Modul e
AT Modul e

#

text/css A
textshtml
text/plain &
text/x—component
text/xml

# | ETag removal

#

<IfModul e mod_headers, o

Header unset ETag

</ fModul e
FileETag Hone

#

# | Expires headers (for better cache controll

#

£IfModul e mod_expires. o

ExpiresActive

Expireshefaul t

Expi resByType
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe

ExpiresByTupe
ExpiresByTupe

arn

"access
text/css "access
applicationd json " access
applicationdxml " access
text /xml "access
image/ x-1con " access
text /x-component " access
text/html "access
application/ javascript " access

applicationx-web-app-mani fest+json  "access
text/cache-mani fest "access
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ExpiresByTupe
ExpiresByTupe
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AT T Modul e

audi o/ ogg
image/gif
image/ jpeq
1 mage/ png
vi deos mpd
videns ogg
v1deos webm

applicationsatom+xml
applicationdrss+xml

applicationdfont-wof f
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

1 mage/ svg+xml
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