# Inpitred by
# https: /sgi thub, comsmmi 5t akes/made-mi 5t akes—jekyl 1./61 ob/mast ers, ht access
# https: </gi thub, comsfyvschescrl pt s-and-sni ppet s/b1 obs/mast er apaches tewl t e-wel 1 -knowrn, conf

# Apache Server Configs w2 14 81 MIT License
# https: 7/gi thub, comshsbos server—confl gs-apache

# 010 Using . htaccess  files slows down Apache, therefore, 1f you have
# access to the main server configuration file (which 15 usually called
# "httpd conf’}, you should add this logic there,

#

# https: A7httpd apache orgsdocsscurrent showt osht access, html,

# HERHAR R AR R AR R AR ARR AR RRRRRRARRRRRRRRARRBRRBRRBRR AR R B AR AR AR R AR R AR RAR AR RIS
# # CROS5-0RIGIH RESOURCE SHARIHE (CURS? #
# HERHAR R AR R AR R AR ARR AR RRRRRRARRRRRRRRARRBRRBRRBRR AR R B AR AR AR R AR R AR RAR AR RIS

#
# | Cross-origin requests /
#

# Allow cross-origin requests,

#

# https: 7rdevel oper, mozilla orglen-Ussdocs:s WebsHT TP Access_cont ol _CORS
# httpe Zsenabl e-cors, org”

# httoe ZCwww, w3 orgs TRScors:s

# <IrModul & mod_headers, c»
# Header set Access-Control -Allow-0rigin "#"
# </T M Modul e

#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest It

#

# https: <rdevel oper, mozilla orglen-Ussdocs: WebsHTHL CORS_enabl ed_1 mage

# https: /bl og chromi um orgs 261 12877 usi ng-cross-domal n-1 mages-1 n-webgl -and, html

L i Nt



SLTIAOULE MOd_SELENLT. EF
<IfModul e mod_headers, ¢
£FilesMatch "N, Cbmpl curl gi flicol jpetal pngl swgz?l webp) $ >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# | Cross-origin web fonts /
#

# Allow cross-origin access to webh fonts,

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl obtfl ttDcf Il wof f290 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#
# | Cross-origin resource timimg /
#

# Allow cross-origin access to the timing information for all resources,
#

# If a resource 1sn't served with a " Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the PerformanceResourceTiming’ object will
# be set to zero,

#

# http Ar v, w3 orgs TRAresour-ce—-t1ml ng”

# http /7w, stevesouders, comsbl ogs 281 4785421 Aresource-t1mi ng-practi cal -tipss

# <IffModul e mod_headers, c»
# Header set Timing-Al1ow-0rigin """
# /T fModul e

B R
# # ERFURS #



# B R R R A

#
# | Custom ertor messagesspages /
#

# Customl ze what Apache returns to the client 1o case of an error,
# https: 7<httpd apache orgsdocsscurtent smodscore [t ml #erordocument

Errorbocument €84 Ad64, html
#

# | Ertor preventlon /
#

# [isable the pattern matching based on £11enames,

#

# This setting prevents Apache from returning a 484 error as the result

# of 3 rewite when the directory with the same name does not exi st

#

# https: <r/httpd apache orgsdocsscurtent scont ent -negotl 5t 1 on, bt ml #mul t1 vl ews

Options -Multiviews

# BHHRHBRAR AR R RRR AR AR B RRR R BR B RRRRR AR BRRRRRR AR B RRR AR AR BR B AR AR AR RS A
# # THTERHET EXFLORER #
# BHHRRBRAR AR R RBR AR AR B AR AR AR B RRRRR IR B RRRRR AR B RRRRR AR BR R AR AR B R R A

#
# | [Document modes /
#

# Force Internet Explorer G/9/18 to render pages In the highest mode

# available 1n the various cases when 1t may not,

#

# https: </ hsivonen, £1/doct ypes#1 28

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If your business still rellies on older web apps and services that were
# designed for older versions of Internet Explorer, you might want to

# consider enabling Enterprise Mode throughout your company,



#

# httpos s/smsdn mlcrosoft, comsen-ussl1brarys1 esbgl B2625, aspxfdocmode

# httoe /7Bl ogs msdn, comsbel esarchi ves2a1 47847827 5t ay-up-t o-dat e-wi th-ent erpri se-mode-ror-
Internet-expl orer-11, a5px

<IfModule mod_headers, c
Header set X-UR-Compatible "IE=edge”

# ‘mod_headers’ cannot match based on the content-type, however,
# the "Y-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,

£FilesMatch "+,
¢ appcachel atoml bbawl bmpl crxl cssl curl eotl 4 abpyl f1% geojsonl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl voard wofl witl webappl webl mpll webmani fest! wof f271 x1ocl xmll xpi)&" >
Header unset X-UA-Compatible
£/FilesMatch:

AT FModul e
#

# | Iframes cookles /
#

# Allow cookies to be set from Iframes 1n Internet Expl orer,
#

# httpos: ssmsdn mlcrosoft, comsen-ussl1braryy ms53 7343, aspx

# httpe Zswww, w3 oFgs TRS 2866 CR-F5P-Z060] 21 57

# <IfHodul e mod_headers, cr

# Header set P3P “policyref=\"/w3c/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAIT PS5A PS50
IVvAl T¥Di COWD HIS OUR THD CHTV™"

# <1 FHodul e

VA SR S S e e
# # NECIA TYFES AHD CHARACTER EHCODIHES #
VA R S S e e



#
# 1 Media types /
#

# serve resources with the proper media types OF, k. 4 MIME types),
#
# https: < Swww, 1303 orgsassi gnment s/medi a-t ypessmedi a-t ypes, xhtml

# https: </httpd apache orgsdocsscurrent smods mod_mi me, Bt ml #addt ype

£<IfModul e mod_mime,

# Data 1nterchange

AddType applicationsatom+xml atom

AddType applications json json map topojson
AddType applicationsld+json jsonld

AddType applicationsrss+xml (=3

AddType applicationswnd. geo+json Qe jSon

AddType applicationsxml rdf xml

# Javascript

# Hormallze to standard toype
# https: //tool s 1etf, orgsbtml Arfod3298sect] on-7, 2

AddType applications javascript is

# Manifest files

AddType application/mani fest+json webmani fest
AddType applicationsx-web-app-mani fest+json webapp
AddType text/cache-mani fest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWOZ
AddType image/webp webp

AddType wi deo/mps fdv fdp mdv mpd



AddType
AddType
AddType

# Servimg

videos ogg
vi dea/ webm
videadx—fly

gy
webm
flw

L ico Image files with a different media type

# prevents Internet Explorer from displaying then as 1mages:

s /gl thub, comshsbps it ml 5-

boi 1 erpl 3t escommi -3 75T ecA9Ad081 550640591 beddocb2653adf See

AddType

1 mage/ x-1con

# Web fonts

AddType
AddType
AddType

applicationdfont-wof f
applicationdfont-woff2
applicationdvnd ms-fontobject

cur ico

wof f
woff2
ent

# Browsers usually 1gnore the font medis types and simply sniff

# the bytes to figure out the font type,

# https: /smimesni £, spec, what wg, orgs#mat chil ng-a-1ont -t ype-pat tern

#

# Howewver, Blink and Webkit based browsers will show & warni mg

#1n the console I1f the following font types are served with any

# other medi s types,

AddType
AddType

# 0Ot her

AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

AT Modul e

application/x-font-ttf
font/opentype

application/octet-stream
applicationdx-bb-appworld
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
text/vcard
text/vnd. rim location xloc
text/vit

text/ x-component

ttc tif
ot f

safariextz
bbaw

CFx

Qe

xpl

wviard wof
xloc

wit

htc



#
# | Character encodl ngs /
#

# Serve all resources 1abeled a5 textshtml ™ or textsplain’

# with the medis type "charset’ parameter set to UTF-8,

#

# https: /7Rt tpd apache, orgsdocsscurrent. s modscore, [t ml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file types with the media type "charset’

# parameter set to UTF-8

#

# https: </httpd apache. orgsdocsscurent smodysmod_ml me. bt ml #addcharset

£l fModule mod_mime, c>
AddCharset utf-5 . atom

. bbaw
L0555
. geojson M
CJs N
. json N
. jsonld
.manifest
Cdf o
B =T
. topojson
CWLL N
webapp M
. webmani fest
cxlac s
. xml

<41 fModul e

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # URL REWRITES #
VA S e e e e



#
# | Rewrlte englne /
#

# Turning on the rewrite engine and enabling the "FollowSymlinks option 1s

# necessary for the following directives to work,

# If your web host doesn't allow the FollowSymlinks  option, you may need to
# comment It out and use Options +5umlinks]fOwnerMatch™ but, be aware of the

# performance 1mpact: http /7ht tpd apache, orgsdocsScurrent <ml sc/perf-tuni mg, bt ml #5yml 1 nks

# Also, some cloud hosting services require RewrlteBase  to be set:
# http /7w, ackspace, comsknowl edge_cent et freguent 1 y-asked-quest 1 onswhy-1 s-mod-rewi te-

not —work 1 rmg-on-my-si te

I fModule mod_tewrite, o
Options +FollowSumlinks
# Options +5ymlinkslfOwnertiat ch
RewriteEngi ne On
RewriteBase /
</TfModul e

#
# 1 Cleaning the domain at the beginning of URLS /
#

# The =same content should never be awailable under two difrerent URLs especially

"

# not with and without “www " 3t the beginning This can cause SE0 probl ems
# (duplicate contenty, therefore, you should choose ome of the al ternatlves amd

# redirect the other one

# Remove i,
FewriteCond ¥CHTTP_HOSTY “wwwh, [HCI
FewriteRule . #) https: //nicol as-hoizey comd$1 [OSA, R=3A1, L]

# Redirect from . fr to . com
RewriteCond ¥CHTTP_HOSTY M. fr$ [HCI
ReuriteRin e 0. %) httns A4 enl as=hod e, comd 81 TOSA. R=2AT .11



e m m s - - e e e e e e e 3 e e e e g e mgl ag 1 e e g e

# Redirect from domain without dash
FewriteCond #¥{HTTP_HOSTY nicol ashol zeys, com$ [HCI
FewriteRule . #) https: //nicol as-hoizey comd$1 [QSA, R=3A1, L]

# Don't redirect Let's Encrypt ACHE Chal 1enge
# https: </gi thub, comsoncl et oms] et sencrypt -al waysdat a#ht t p-redi rect s

FewriteCond ¥{REQUEST_URIY /. well-knownacme-challenge [HCI
RewriteRule .+ - [L]

# Redirect from http to https

# Rewrl teCond speci fic to Alwaysbata proxy

# https: <rhel po al waysdat 3, comsmy-account <551 /redi rectl on-ht tp-ht tps
FewriteCond #¥{HTTP: ¥-Forwarded-Protol ! https

FewriteRule . #) https: //nicol as-hoizey comd$1 [QSA, R=3A1, L]

# HHRHHR AR A AR AR AR AR AR AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR A AR AR AR AR AR AR A
# # SECURITY #
# HHRHHR AR AR AR AR AR AR AR AR AR AR R AR R AR R AR R AR R AR R AR AR R AR RAR AR AR AR AR AR A

#
# 1 File access /
#

# Block access to directories without a defaul t document,

# Usually you should 1esve this uncommented because you shouldn't allow anyones
# to surf through every directory on your server (which may 1ncl udes rather

# private places 1ike the CMS' s directori esh,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Block access to all hidden fi1les and directories with the exception of
# the visible content from within the '/ well—-knowns hidden directory,
#

# These types of files usually contain user preferences or the preserved
# state of an utility, and can 1nclude rather private places 11ke, for

. P . . , ,
# awamel o + s M1t Il =L A1 a1 S



T AL LAY iy [ = g4 L ey ra—=_ g N LA Ay == B AR S ==/

#

# The '/ well-knowns directory represents the standard CRFC 575850 path
# prefix for "well-known 1ocations” e g 7 well-knownsmani fest, json,
# '/ well -knownskeybase, txt 1, and therefore, access to its visible

# content should not be blocked,

#

# https: <swww, moot, net o6l oge 261 8780870 wel 1—known

# https: </tools 1etf, orglhtml #rfcE 765

£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond ¥{REQUEST_URI T "7 /2%, well-knowndCC™ A1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<41 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

#

# By defaul t, block access to backup and source f1l1es that may be

# 1eft by some text editors and can pose 3 securlty v1sk when anyone
# has access to them,

#

# httpr /7 feross orglocmspl of t

#

# 0! Update the “<Filestatchs  regular expression from below to

# Include any riles that might end up on your production server and
# can expose sensitive Information about your website, These F11es may
# Include: configuration files, files that contaln metadata about the
# project (e g project dependencies), build scripts, et

<FilesMatch "¢ 7# =# %, Cbakl confl distl flalinfcill 1ogl psdl shl sgll swloplal " g

# Apache < 2 3

<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl

AT S kA T o



LT IadUL Ex

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</FilesMatchs

# Block access from 11bwww-per] bots

I fModule mod_tewrite, o
FewriteCond ¥{HTTP_USER_AGEMTI 1ibwww-perl, =
RewriteRule .+ - [F,L]

</TfModul e

#
# | Content Security Policy (CSP /
#

# rfrom https: /sl thub, comshabps set-ver—-confl gs-apaches bl obymast erssrc/secur tyscont ent -
secur] ty-pol 1 oy, conf

#

# Mitigate the risk of cross-site scriptimg and other content-injection

# attacks,

#

# This can be done by setting a Content Security Policy  which

# whitelists trusted sowces of content for your website,

#

# The example header below a11ows OMLY scripts that are 1oaded from

# the current website's origin Cno inline scripts, no COH, etcl,

# That almost certainly won't work as-is for your website!

#

# To make things easier, you can use an online C5P header gensrator

# such as: http /7cspl sawesome, comd,

#

# http /rcontent -securi ty-pol 1 oy, com’

# http /7w, Bt ml Brocks, comsenstut orl 3l 5/5ecurt tyscont ent -secur ty-pol 1oy
# httpoe Z7wn, w35 orgs TRACSFLL A,



<IfModul e mod_headers, o>

Header set Content-Security-Policy “script-sic 'self' datar 'unsafe-inline' ' unsafe-
eval' speakerdeck, com nicol as-hoizey. disqus. com a. di squscdn, com www, googl e-anal ytics, com
platform twitter, com syndication, twitter, com cdn syndication twimg, com cdn. jsdeliwr. net
assets, codepen. io; object-src 'self' wimeo, com; connect-src
https: //links services disgus com wss: /freal time, services. di squs. com # algolia net
#, algolianet, com; report-uri https: /¢nhocom report-uri, io/r/defaul t/cspsenf orce”

# “mod_headers’ cannot match based on the content-tupe, howsyer,
# the Content-Security-Folicy response header should be send
# only for HTHAL documents and not for the other resources,

¢FilesMatch ",
i appcachel atoml bbawl bmpl crxl cssl curl eotl f4labpyll f1vl geojsonl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi 2 $" >
Header unset Content-Security-Policy
£/FilesMatch:

AT Modul e

#

#

# rfrom https: /7devel oper, mozi 113 orglen-Us/docs: Webs HT TR/ 5-Frame-0pt 1 ons

# The X-Frame-Options HTTP response header can be used to 1ndicate whether or
# not a3 browser should be allowed to render a page 1n 3 <frame:, <Iframe: or
# <object> Sites can use this to avold clickjacking attacks, by ensuring that
# their content 1s not embedded 1nto other sites,

<IfModul e mod_headets, c»
Header always append x-Frame-0ptions SAMEORI GIH
</1fModul e

#
# | K-¥ss-Protection /
#




# Used to configure the built 1n reflective ¥55 protection found 1n Internet

# Explorer, Chrome and 53farl (Webkitl, Yalid settings for the header are 4,

# which disables the protection, 1 which enables the protection and

# 1; mode=block which tells the browser to bBlock the response 1f 1t detects an
# attack rather than =sanitising the script,

<IfModul e mod_headets, c
Header alwaus set X-¥ss-Protection “1; mode=block"
<41 fModul e

#
# | X-Content-Type-0ptons /
#

# Frevents Google Chrome and Internet Explorer from trying to mime-sniff the

# content-type of & response away from the one belng declared by the server,

# Reduces exposure to ol ve-by downl oads and the risks of user ypl oaded content
# that, with clever naming, could be treated a5 3 di frerent content-type,

# 1ike an executabl e,

<IfModul e mod_headets, c
Header alwaus set X-Content-Type-Options "nosniff"
<41 fModul e

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # WEE FERFUORMAHCE #
# HERHHR R AR R AR R AR AR RRRRRR AR ARRRRRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR ARR AR R A

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangled Accept-Encoding’ reguest headers
# https: s sdevel oper, yahoo, comsbl ogs.sydns pushi ng-beyond-gz1 ppl ng-256641. At ml

<IfModule mod_setenvif, o
<IfModule mod_headers, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %



“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the followimg media types,

#

# 012 For Apache wversions below version 23 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_ filter, o’

# and “<s/IfModuler” 1ines as AddOutputFilterByType’ 1s still in

# the core directives,

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M



"text/s javascript" A
"text/plain" A

“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text s xml"

AT Modul e

# Map the followimg f11ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response header

# (do note that this will HOT make Apache compress them! ),

#

# If these files types would be served without an approprl ate
# Content-Enable’ response header, client applications (e g :
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </ httpd apache orgsdocss curent s mods mod_mi me, bt ml #addencodl ng

<IfModul e mod_mime, c
AddEncoding gzip SWOZ
<ST Modul e

AT Modul e

#
# | ETags /
#

# Remove "ETags as resources are sent with far-future explres headers,
#

# https: Ardevel oper, yaboo, comspert ormancesrul es, Atml #et ags

# https: //tools 1etf, orgebtml Arfoc72324sectl on-2 3



# FileETag MHone doesn't work in 3ll cases,

<IfModul & mod_headers, ¢

Header unset ETag

AT FModul e

FileETag Hone

#

# | Expires headers /

#

# Serve resources with far-future expl res headers.

#

#0130 If you don't control versioning with £11ename-based

# cache busting, you shoul d consider 1owering the cache times

# to something 11ke one week,

#

# https: 7/httpd apache. orgsdocsscurt-ent S modysmod_expl res, html

<IfModul e mod_expires, o
ExpiresActive on
Expireshefault "access plus 1 month"

# [55
ExpiresByTupe text/css "access plus 1 year”
# Data I1nterchange

ExpiresByType applicationsatom+xml "access plus 1 hour”
ExpiresByType applicationsrdf+xml "access plus 1 hour”
ExpiresByType application/rss+xml "access plus 1 hour”
ExpiresByTupe application json "access plus A seconds”
ExpiresByType applicationsld+json "access plus A seconds”
ExpiresByType applicationsschema+json "access plus @ seconds”
ExpiresByType applicationdvwnd, geo+json "access plus @ seconds”
ExpiresByTupe applicationsxml "access plus @ seconds”
ExpiresByTupe text/xml "access plus @ seconds”



# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe
ExpiresByTupe

# HTHL

ExpiresByTupe

# Javascript

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Media riles

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web fonts

image/vnd. microsoft, icon
image/ x—1icon

texthtml

application/ javascript
applicationdx-javascript
text/ javascript

# Manifest files

applicationd/mani fest+json
applicationdx-web-app-mani fest+json
text/cache-mani fest

audi o/ ogg
image/bmp
image/qgif
image/ jpeq
image/ png

i mage/ svg+xml
i mage/ webp

wi deos mpd
videos ogg
videos webm

# Embedded UpenType CEOT)

ExpiresByTupe
ExpiresByTupe

# InenTiines

applicationdvwnd ms-fontobject
font/eot

"access
"access

"access

"access
"access
"access

"access
"access
"access

"access
"access
"access
"access
"access
"access
"access
"access
"access
"access

"access
"access

plus 1 week"
plus 1 week"
plus B seconds"
plus 1 year"
plus 1 year"
plus 1 year"
plus 1 week"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



§ g r g -

ExpiresByType font/opentype "access plus 1 month

# TrueType

ExpiresByType applicationd/x-font-ttf "access plus 1 month

# HWeb Opern Font Format CHOFFG 1, &

ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"

# HWeb Open Font Format CHOFFD 208

ExpiresByTupe application/font-woff2 "access plus 1 month"
# Other
ExpiresByType text/x-cross-domain-policy "access plus 1 week"
</ I fModul e

# HHRHHR AR AR AR AR AR AR AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR R A
# # REDIRECTS #
# HHRHHR AR AR AR AR AR AR AR AR AR AR R AR R AR R AR R AR R AR R AR A AR R AR AR AR AR AR AR AR A

#
# 1 Redirecting from old to current pagination pages /
#

# Redirect old paginations
FewriteRule “C[A-91{1,23)/7% /page-$1/ [QSA, R=3A1, L]

#
# Femove 1ndex html
#

#If it's 3 request to indexd, htmll

RewriteCond #THE_REQUESTY % 4O, +/2Findexis, htmla 7087, 23 [HC]
# Remove 1t

RewriteRule “C, +/27index(h, html) 7% A% [R=381, L]

#

# Dememins +e=2111mm Amaik] s =1 ssheas A0
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#

RewriteCond #CREQUEST_URIZ ¢, #3770, 1%
RewriteRule . #¥1/%2 [R=3A1, L]

#

# Put well known resources 10 the |, well—known Fol der

# https: ssgl thub, comsfvsche'scrl pt s—and-sni ppet s/b1 obsmast et apaches tewrl t e-wel 1 -known, conf
#

RewriteCond #{REOUEST_FILEMAMEY ! -f

# Some very commor, then 1ess common "well-known” patterns
RewriteCond #¥{REQUEST_URIY =/favicon. jpg [OR]

RewriteCond #{REQUEST_URIY =/favicon, ico [OR]

RewriteCond #{REQUEST_URIY = robots, txt [OR]

RewriteCond #{REQUEST_URIY =/crossdomain. xml [OR]

RewriteCond #{REQUEST_URI Y =/apple-touch-icon, png [OR]

RewriteCond ¥{REQUEST_URIF =/apple-touch-icon-precomposed. png [OR]
RewriteCond #¥{REQUEST_URIY =/foaf, rdf [OR]

FewriteCond ¥{REQUEST_URIY =/w3c/p3p. xml [ORI

RewriteCond #{REQUEST_URIZ “/googlelhda-fI1{1E3% himl$ [OR]
RewriteCond #{REQUEST_URIY “/u_key_[hda-fI{1E3% himl$ [OR]
RewriteCond #¥{REQUEST_URIY =/BingSiteAuth. xml$ [OR]

RewriteCond #¥{REQUEST_URI Y =/myopeni d-hosted-verification, html C[OR]
RewriteCond #{REQUEST_URIY =/humans. txt

# To further 1imit possible 1ssues (e g IF you mess up the condl tions abovel,
# we only match files at the root, not folders or f1les 1n subfol ders
RewriteRule “([a-zB-9-%, _1+2% /. well-known/$l [L, HC]

#
# Renamed or moved atticles and pages
#

RewriteRule “2815/86/un-mot eur-de-recherche-sur-un—-si te-st atigue-faci l e-avec—algolia, himl
/281 5406/ 1 a-recherche-dans-du-st atique-faci le-avec—algolia html [OSA, L, R=3A11

RewriteRule “a-propos, html /a-proposdde-moi, html [QSA, L, R=3A11
RewriteRule “a-propos/?% /a-proposdde-moi. html [QSA, L, R=3A11



