# ©
# Apache Server Configs for [Froject namel
#

VA R S S e
# CRUOS5-0RIGITH
VA R S S e

#
# Cross-origin reguests
#

# Allow cross-orligin reguests,

#

# https: s sdevel oper, mozi 113, orgeen-Ussdocs WebsHT TR, Access_cont ol _CORS
# http: ~7enabl e-cors, orgs”

# http: <7, w3 orge TRAcors:”

# <IfHodul & mod_headsrs, cr
#  Header set Access-Control -A11ow-0rigin "="
# <1 FHodul g

#
# Cross-origin 1mages
#

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "% Cbmpl curl gi fl icol jpe?gl pngl swgz?l webp) " >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# Cross-origin web fonts
#

<IfModul & mod_headers, ¢
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A1 LESaLCn W LEDLT OLTT CLLOT A WoOT T £350 % 7
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# Cross-origin resource timing
#

# Allow cross-origin access to the timing information for all resources,

#

# If a resource 1sn't served with a Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the PerformanceResourceTiming’ object will

# be set to zero,

#

# http Ar v, w3 orgs TR resour-ce—-t1ml ng”

# http /7w, 5tevesouders, comsbl ogs/ 281 478521 Aresource-t 1 mi ng-practi cal -tipss

# <IfHodul e mod_headetrs, o
#  Header set Timing-Allow-001gin "#"
# <A1 FModul 5

E
# ERFURS
E

#
# Ertor preventlon
#

Options -Multiviews

E
# THTERHET EXFLORER
E

#
# Document modes
#




£1tModul e mod_headers, o

Header set X-UA-Compatible "IE=edge"

¢FilesMatch ",
i appcachel atoml bbawl bmpl crxl cssl curl eotl f4labpyll 1wl geojsonl gi f1 htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll wof £ 271 xlocl xmll xpi ) $" >

Header unset X-UA-Compatible

£/FilesMatch:

/I fModul e

#
# Iframes cookles
#

# Allow cooklies to be set from 1frames 1n Internet Expl orer,
#

# httpe Armsdn mi crosoft, coms/en-ussl 1 brarys ms5E3 7345, aspx

# http /7w w3 orgs TR 26686, CR-P3P-2666] 21 57

# <IfHodul e mod_headers, cx

#  Header set F3F "policuref=%"swic/p3p xml 4", CP=Vv"IDC DSFP COR ADKH DEYI TAII FSA FPsh
IRl T¥DD COMI HIS OUR THD CHTY™"

# <71 FHodul e

# HHRHHRHHR AR AR ARR AR AR R AR AR AR R A AR AR R AR R AR R AR B AR A AR B AR HHR AR AR AR
# MEDIA TYFES AHD CHARACTER ENCOCIHGES
# HHRHHRHHR AR AR AR AR AR R AR AR R AR AR R AR R AR R AR R AR RAR AR BARHAR A AR AR AR

#
# Media types
#

<IfModul e mod_mime. c»

# Dats 1nterchange

AddType applications json json map topojson
AddType applications/ld+json jsonld
AddType applicationswnd. geo+json Qe jSon

AddType applicationsxml atom rdf rss xml



# Javascript
AddType application/ javascript .

# Manifest files
AddTupe applicationsx—web-app-mani fest+json webapp

AddTupe text/cache-mani fest appcache manifest

# Medis riles

AddType audi o/ mp4d fda fdb mda
AddType audiofogg 0Ja ogJg opus
AddTupe image/bmp bmp

AddType image/webp webp
AddTupe wideo/mpd fdv fdp mdv mpd
AddType wideo/ogg agy

AddType wi deoswebm webm
AddType wideos x—flw flw

AddTupe imagesswg+xml v SWgZ
AddType image/x-icon cur ico

# Web ronts

AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ woff 2
AddTupe applicationsvnd ms-fontobject got

AddType applicationsx—font-ttf tto ttf
AddType font/sopentype otf

# Other

AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appworld bbaw
AddTupe applicationsx—chrome-extension C

AddTupe applicationsx-opera-extension Qe

AddType applicationsx-xpinstall ®pi

AddType text/wcard vioard wof
AddTupe text/wnd rim location, x1oc x1 oc
AddTupe ftext/witi vit

AddType text/sx-component htc

AT Modul e

#

# Character encodi ngs



Addlef aul tCharset utf-3
<IfModule mod_mime, o
AddCharset utf-& . atom
. bbaw
L BS54
. geojson b
R
. json b
cjsonld N
Crdfoy
L PS54
topojson b
vkt
webapp M
cxloc
. xml
</TfModul e

C SR S
# URL FEHWRITES
L SR S S

#
# Rewrite engine
#

# If your web host doesn't allow the FollowSymlinks™ optlon,

# you need to comment It out or remove 1t, and then uncomment

# the "Options +5ymlinkslfOunertiatch 1ine, but be awsre of

# the performance 1mpact,

# http 7kt tpd, apache, orgsdocsscurrent /mi sc/perf-tunt g, bt ml #syml 1 nks
#

# Some cloud hosting services will require you set  Rewrl teFase

# http /7w, ackspace, comsknowl edge_cent et freqguent 1 y-asked-quest 1 onswhy-1 s-mod-rewi t e-
not —work 1 rmg-on-my-si te

#

# Depending on how your server 15 set up, you may also need to

# use the Rewritelptions directive to enable some options for

# the rewlte englne



# https: </ httpd apache orgsdocsscurtent smods mod_rewl te bt ml #rewl teopt ] ons

£IfModule mod_rewrite, o
FewriteEngine On
Options +FollowSumlinks
# Options +5ymlinkslfOwnertat ch
# RewriteFase /
# Fewrl telptions <optlons:

/I fModul e

#
# Forcing “https: /7
#

# Redirect from the "http: ## to the "https: A7 wersion of the LURL,
# https: <s/wi ki, apache, orgsht tpdsRewl t eHTTPToHTTRS

# <IrfModul e mod_rewrite c:

#  RewrlteEngine On

#  RewriteCond ZCHTTPS: ! =on

# RewriteRule 7C. #1¢ https: /7 XCHTTP_HOST ) $1 [R=361, L]
# /T fHodul e

#
# Suppressing / Forcing the “www ~ 3t the beginning of URLs
#

# The same content should never be avallable under two di Frerent
# URLs, especially not with and without “www, = 5t the beginni ng
# This can cause SE0 problems (duplicate contentl, and therefore,
# you shoul d choose one of the alternatives and redirect the other
# one,

#

# By default Option 1™ (oo “wew "3 15 activated

# httpoe 77 no—wew, orgsfag php?g=cl ass_b

#

# If you would prefer to use Option 27, just comment out 311 the
# lines from Option 1° and uncomment the ones from " Option 27,

#

# (!0 HEVER USE BOTH RULES AT THE SAME TIME!



# Option 1 rewlte www exampl e com — exampl 8 com

£IfModule mod_rewrite. o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URIF [R=381, L]
<A1 fModul e

# Option 2 rewlte exampl e com — W, Sxampl 8 com

#

# Be aware that the following might not be 3 good 1dea I you use “real”
# subdomains for certaln parts of your website

# <IfModul & mod_rewite cx
Rewr] telond XCHTTPS: ! =on
THTTP_HOST? ! “wwws,  [HCT
TSERYER_ADDRY ! =127 A 4 1
Rewri telond ¥CSERYER_ADDRY 1=::1
RewriteRule ™ http: /swww, ZCHTTP_HOST BREQUEST_LRI: [R=341, L]
<1 FHodul g

&

Fewr] t eCond

T

&

Fewr] t eCond

T

S

#
#
#
#
#
#

VA R S S e
# SECURITY
VA R S S

#
# Clickjacking
#

# Frotect website against clickjacking.

#

# The example below sends the " s-Frame-Options response header with
# the value "DEWY ., Informing browsers not to display the content of
# the web page 1n any frame,

#

# This might not be the best setting for everyone  You should read
# about the other two possible values the " X-Frame-Options  header



# field can have: “SAMEORIGIN and ~ALLOW-FROM

# https: //tool s 1etf, orgshtml Arfoc7a3d8sect] on-2 1,

#

# Keep in mind that while you could send the " s-Frame-Options header
# for all of your website’s pages, this has the potential downside that
# 1t forbids even non-malicious framing of yow content (e g when

# users visit your website using a Google Image Seatch resul ts pagel,

#

# Monethel ess, you should ensure that you send the " s-Frame-Options

# header for all pages that allow 5 user to make a state changl ng

# operation (e g pages that contain one-click purchase 11nks, checkout
# or bank-transrer conflrmation pages, pages that make permanent

# configuration changes, etc. b,

#

# Sending the X-Frame-0ptions header can also protect your website

# against more than just clickjacking attacks:

# https: < /curess desxfo-click jackl ng pdf,

#

# https: //tool s 1etf, orgshtml /rfc7a5d

# http: /7Bl ogs, msdn, comsbel el nt ernal s7archi ves 261 /A7 38, combat 1 ng-cl 1 ok jackl my-wi th-x-
frame-opt 1 ons, aspx

# https: < lww, owasp, orgsl ndex, phpeCl1 ok jackl mg

# <IffModul e mod_headers, c*

Header set X-Frame-Options "DEHY"

# ‘mod_headers’ cannot match based on the content-tupe, however,

# the s-Frame-Options  response header should be send only for

# HTHL documents and not for the other resources,

Filestiatch "4,

( apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpw]] 11w geojsonl gi £l htcl ool jpe?

H O OB R W

gl jsl jsoncldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sarfari ext zl svgz?
| swfl topojsonl ttLcrll txt] veard vofl vt t] webappl webl mpd! wof F27 xl ol xml] xpi 14"
# Header unset s-Frame-Options

#  </Filesfiatch:

# </ fHodul ex

#
# Content Security Policy (CSF
#




# Mitigate the risk of cross-site scriptimg and other content-1njection
# attacks,

#

# This can be done by setting 3 Content Security Policy  which

# whitellsts trusted sowces of content for your website,

#

# The example header below allows OMLY scripts that are loaded from the
# current website's origin Cno inline scripts, no COM, etct, That al most
# certainly won't work 35-15 for your website!

#

# For more details on how to craft a reasonable policy for your website,
# read httpsswww, Btml Bock s, comsenst ut orl 31 s/securl tuyscont ent -securi ty-pol 1oy
# Cor the specification: http: /7w, w3 orgs TRACSPIL A, Also, to make

# things easier, you can use an online C5F header gensrator such as:

# httpe /7/cspl sawesoms, comd,

# <IffModul e mod_headers, c»

Header set Content-5ecuri ty-FPolicy "script-sc 'self’; object-src 'self'”
# ‘mod_headers’ cannot match based on the content-tuype, however,

# the Content-Security-Folicy response header should be send

# only ror HTHL documents and not for the other resources

Filestatch "4,

( apprachel at oml bbawl bmpl crxl o5l curl eotl] 40 abpwll £1v geojsonl gi £ htcl ool jpe?

H R O™ B W

gl j=l jsoncldr?

| mdL 37/ mani fest! mapl mpdl oexl ogl agwl! opusl ot £ pdfl pngl rdfl rssl safari ext zl svgz?
| swfl topojsonl ttLcrll tat] veard vofl vt t] webappl webl mpl! wof F27 xl ool xml] xpl 2 $"
# Header unset Content-5ecuri ty-FPolicy

#  </Filesfiatch:

# /T fHodul e

#
# File access
#

# Block access to directories without a defaul t document.
£l fModule mod_autol ndex, o

Options -Indexes
/I fModul e

# Block access to all hidden files and directories with the sxception of

# tha it k]l mertant Femm i thim fhae  # sl 1 _lrmans T R Adse AT mmet e
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#
# The '/ well-knowns directory represents the standard CRFC 57850 path
# prefix for "well-known locations” (e g 7 well-knownsmani fest, json,
# ' well -knownskeybase, txt 1, and therefore, access to Its visible
# content should not be blocked,
# https: <swww, moot, net o6l oge 2681 87808 70 wel 1—known
# https: </tools 1etf, orglhtml ArfcE 765
£IfModule mod_rewrite. o
RewriteCond ¥{REQUEST_URIT "7 /2%, well-knowndCC™ 1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<A1 fModul e

# Block access to fl1les that can expose sensitive 1nformation,
<FilesMatch "¢ ™# «# %, (bakl confl distl flalinfcill 1ogl psdl shl sgll swloplal g
# Apache < 2,3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<A1 fModul e

# Apache = 2, 3

<IfModul e mod_authz_core, c
Require all denied

<A1 fModul e

£/FilesMatchs

#
# HTTF Strict Transport Security (HSTS.
#

# Force client-side 550 redirection,

#

# If 3 user types "example com’ In thelr browser, even If the server

# redirects them to the secure version of the website, that still 1saves
# 3 window of opportunity Cthe 1nitial HTTP connectiony for an attacker

7 R U Ry PUCSS U X g A N JN O A



# L0 gowiigraue Or redirect e requese,

#

# The rollowing header ensures that browser will OHLY connect to your

# server via HTTPS, regardl ess of what the users type in the browser' s
# address bar,

#

# (1) Remove the "1ncludeSublomains’ optional directive IF the website's
# subdomai ns are not usimg HTTFPS,

#

# httpe /7w, Bt ml Brocks, comsenstut orl 3l 5/5ecurl tystransport -1 ayer-securt tuys

# https: </tool s 1etf, orgshtml /d-art -1 et F-websec-stri ot -t ransport -sec-1 df=sect f on-6, 1
# httpe /7Bl ogs m=sdn, comsbel g1 nt ernal s/archl ves281 408871 8/ hst s-stri ot -t ransport —securi ty-

att acks-mi t1gations-depl oument -kt tps, as5px

# <IfHodul & mod_headsrs, cx
#  Header set Strict-Transport-Securl ty “max-age=1 66764868 1 ncl udesubbomal ns"
# <1 FHodul g

#
# Reducing MIME type securlty risks
#

<IfModul e mod_headetrs, c»
Header set X-Content-Type-Options “nosniff
</ fModul e

#
# Reflected Cross-5ite Scripting (%5550 attacks
#

<IfModul e mod_headers, ¢
Header set X-¥55-Protection "1: mode=block
¢FilesMatch "\,

 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl gi f1 htel icol jpe?

gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll wof £ 271 xlocl xmll xpi ) $" >
Header unset X-¥55-Protection
£/FilesMatch:
</TfModul e



#
# Increase session cookle securlty

#

<IfModule phpS_modul e
php_walue session, cookie_httponly true
</1fModul e

# HHRHHRHHR AR AR AR AR AR R AR AR R AR AR R AR R AR R AR R AR RAR AR RARHHR AR AR AR
# HEE FERFORMAHCE
# HHRHHRHHR AR AR AR AR AR R AR AR A AR AR R AR R AR R AR R AR R AR AR B AR HHR AR AR AR

Compress1 on

H OB W

<IfModul e mod_deflate, o
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
/I fModul e
/I fModul e
<IfModule mod_filter, c
AddOutputFilterBuType DEFLATE "applicationdatom+xml” %
"applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani f est+json" A
“applicationsxhtml+xml” %
“applicationsxml" %
“fontseot" &



"font/opentupe” A

"imagesbmp"

"imagessva+xml" N

"imageswnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" A
"text/css" A

"text/html" N

"text/s javascript” A
"textsplain® A

"textSvoard A
"textSvnd rim location, xloc" M
"textSvtt" N
"text s x—component” A

"text s x-cross-domai n-policy” M

"textxml”
<A1 fModul e
<l fModule mod_mime. o>
AddEncoding gzip svgz

<A1 fModul e
<A1 fModul e
#
# Content transformations
#

# 010 If you are using mod_pagespesd , please note that setting

# the "Cache-Control: no-transform response header will prevent

# "FageSpeed’ from rewiting HTHL  files, and, If the

# HModPagespesdhi sabl eRew] telnNoTransform directive 1sn't set

# to ‘off, also from rewlting other resources,

#

# https s sdevel opers, googl 8, comsspeedy pagespeed:, modul &/ conf1 gurat 1 on#not ransrorm

<IfModul & mod_headers, ¢
Header set Cache-Control "no-transform”
AT Modul e

#
# ETag remowal
#




<IfModul e mod_headers, ¢
Header unset ETag

</TfModul e

FileETag Hone

#
# Expires headers
#

# 010 If you don't control wersioning with £11ename-base

# cache busting, you should consider 1owsring the cache times
# to something 11ke one week,

#

# https: //httpd apache orgsdocsscurrent smodsmod_expl res, hitml

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus
# 55
ExpiresByTupe text/css "access plus

# Data 1nterchange

ExpiresByTupe applicationsatom+xml " access
ExpiresByTupe applicationsrdf+xml " access
ExpiresByTupe application/rss+xml " access
ExpiresByType applicationd json " access
ExpiresByTuype applicationdld+json " access
ExpiresByTupe applicationsschema+json " access
ExpiresByTupe applicationdwnd, geo+json " access
ExpiresByTuype applicationdxml " access
ExpiresByTupe text/xml " access

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. microsoft, icon " access
ExpiresByTupe imagesx-1icon " access
# HTHL

ExpiresByType text/himl " access

plus
plus
plus
plus
plus
plus
plus
plus
plus

plus
plus

plus

[y B v B . R oy B s B

1 month"

1 year"

hiour"
hiour"
hiour"
seconds"
seconds"
seconds"
seconds"
seconds"
seconds"

week"
week"

seconds"



# Javascript

ExpiresByType applicationd javascript "access plus 1 year”
ExpiresByType applicationdx-javascript "access plus 1 year”
ExpiresByType text/javascript "access plus 1 year”
# Manifest files

ExpiresByTupe applicationdmanifest+json "access plus 1 year”
ExpiresByType applicationsx-web-app-manifest+json "access plus A seconds”
ExpiresByType text/cache-manifest "access plus A seconds”
# Media files

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesbmp "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTuype images jpeq "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByTuype imagesswg+xml "access plus 1 month"
ExpiresByType wvideosmpd "access plus 1 month"
ExpiresByType wvideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# Web fonts

ExpiresByType applicationdvnd, ms-fontobject "access plus 1 month"
ExpiresByType font/eot "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType applicationdx-font-ttf "access plus 1 month"
ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByTuype applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"
ExpiresByTuype applicationdfont-woffZ2 "access plus 1 month"
# Other

ExpiresByType text/x-cross-domain-policy "access plus 1 week"

AT T Modul e

#
# File concatenation
#




# Allow concatenation from within specific files,

#

#eg:

#

IT you have the following 1ines in a file called, for
exampl e, maln combined, js:

J ——#include f1le="js/jguery. js" —--»
I ——#include f1le="js/jquery timer, js" —->»

Apache will replace those 1ines with the content of the

H ORH O™ OB T O R W

specified files,

I FModul & mod_1ncl uds, c:
¢Filestatch "%\, combineds, jsg":
Options +Includes
Addiut put Fi 1 terByType THOLUDES 5pplication javascript 4
appl 1 cationsx—javascript 4
texts javascript
SetOutputFilter THCLUDES
</F1lestatch
Filestlatch "%\, combi ned'. cssg">
Options +Includes
Addiut put Fi 1 terByType THOLUDES text/css
SetOutputFilter THCLUDES
</F11eslatch
<1 FHodul g

O O O T O O O™ R O™ O O™ OB W

#
# Filename-based cache busting
#

#If you're not using a bulld process to manage your £11ename version

# revving, you might want to consider enabling the following directives

# to route all requests such as /style 12345 css to /style css,

#

# To understand why this 1s Important and even a better solution than

# using something 1ike "# css™E31°, please see:

# http /s, stevesoudsrs, comsbl og. 2088, A5, 23/ revvl ng-r1 1 enames-dont -use-querystri mgs

# <IfModul & mod_rewlte c»



#  RewrlteCond XCREQUEST_FILEHAMER ! -f
#  RewrlteRule 0, +3% Cid+rs, Chmpl 55l curl gi £11col jpe?gl jsl pngl svgz? webpi g #1, $3 [L]
# <1 FHodul g

#
# Fersistent connectlons
#

# Allow multiple requests to be sent over the same TCOF connectlon:
# http /7ht tpd, apache, orgsdocsscurrent Sensmodscore, bt ml #keepal 1 ve,

# Enable 1f you serve a 1ot of static content but, be aware of the
# possible di sadvant ages!

# <IrModul & mod_headers, o>
#  Header set Connection Keep-Allve
# oI FModul g



